Dé ban an toan trém mang !

Phén 16n chiing ta déu rat hon nhién khi két ndi vao Internet. Chung ta cam thiy Internet qua 1a
mot kho dir liéu v6 tan vé mudn mit cude sdng, va khi ludt qua cac trang web chung ta khong
khoi trim trd vé sy ky diéu, su phi thuong ma Internet mang lai cho cugc song cua chung ta.
Nhung chiing ta ciing phai hét sirc canh gidc. Internet, hiéu mot cach hinh tuong, cling giong nhu
x4 hoi loai nguoi. Nghia 1a: né ciing bao gdm tit ca nhirng gi 1a tét 1a x4u, 13 cao qui ciing nhu
thip hém, 1a that tha ciing nhu lira dao... Tuy nhién chung ta lai khong thé séng ma khong tham
gia vao cong dong xa hoi, khong thé tién hanh cudc cach manh khoa hoc cong nghé ma lai bé qua
Internet. Chinh vi vy, bai viét nay c6 tham vong gitp cac ban ting cuong cac bién phap bao vé
chinh minh khi tham gia vao mang toan ciu Internet.

TAO MAT KHAU (PASSWORD)

Dimg bao gio tao mot mat khau (password) dé dang. Dimg bao gio tu bang 1ong voi minh va dimg
bao gid, chi vi dé d& nhé ma dung mot hodc hai password khi ban ding ky 1am thanh vién véi
nhiéu dia chi (site) khac nhau. Nhé ding dung nhitng tir d& doan ra, hiy két hop cac chir cai, cac
biéu tugng va con sb v6i nhau, va nhé phai tao password dai hon 7 ky tu. Ban khong nén dung
ngay sinh, tén ngudi yéu, con céi... hodc don gian nhu ABCD1234. Hay ghi nhé password cua
minh nhung khong nén luu trén may tinh. Ban khong nén dung chirc nang nhé password va hay
chiu kho nhap password mdi 1an dang nhap.

XOA FILE TAM CUA TRINH DUYET (CACHE )

Ban khong nén gitr cac file tam (cache) ma trinh duyét luu gitt. Cac trinh duyét luu gitt cac thong
tin vé nhiing trang ma ban da ghé thim trong mot thu muc dac biét trén 6 ctmg. Chirc ning nay 1a
mot con dao hai ludi: mot mat ndé nang cao tde duyét web, mat no lai cho phép bat ctr ai tiép can
dugc may tinh cua ban cling c6 thé biét dugc ban vira lam gi. Cho nén, 161 khuyén cua t6i 1a ban
nén thuong xuyén xo6a cache.

Pé lam duoc diéu nay trong Internet Explorer 5x va 6, ban chon Tools — Internet Options. Trong
thé (tab) General, chon Delete Cookies (IE6), Delete Files trong phan Temporary Internet Files.
Trong thé Advance, duéi phan Security danh dau vao “Empty Temporary Internet Files folder
when browser is closed”. Con trong Nescape, ban chon Edit — Preperences. Trong cdy thu muc,
nhén dup vao Advanced dé chon Cache. Trong phan Cache, nhin vao Clear Memory Cache, nhan
OK, rdi nhan vao nat Clear Disk Cache.

VO HIEU HOA CHIA SE FILE (FILE AND PRINTER SHARING)

Ban hiy kiém tra xem tinh ning ndy c6 hoat dong khong. Néu ban khong dung mang LAN (mang
ndi bd) hoac khong co ly do dac biét nao dé sir dung tinh ndng nay thi ban hay v6 hi¢u hoa no.
Tinh nang File and Printer Sharing rat hitu hiéu trong mdt mang ndi bo. Tuy nhién, day lai 1a mot
canh ctra rong mo cho tin tac (hacker) thdm nhap vao may tinh cia ban.

Dé loai bo tinh nang nay trong Win 9x, ban chon vao Control Panel, chon biéu tuong Network 10l
chon thé Configuration — nhan nat File and Print Sharing - roi bo dau kiém trong ca 2 6 ctia hop
thoai néu nhu ching chua bi loai bo. Trong WinXP (Win2000 ciling tuong tu), ban chon Control
Panel - Network and Internet Connections - Network Connections — Properties — Networking, va
b6 diu kiém khoi 6 “File and Printer Sharing for Microsoft Networks”.

KHONG GHI LAI LICH SU (HISTORY)



Tt hon hét 1a ban khong nén dé cho trinh duyét ghi lai nhitng dia chi ma ban da ghé tham. Néu‘
nhu ban dang dung chung mdt may tinh thi tinh nang ghi lai lich st (History) nay qua la rat phién
toai.

Dé v hiéu hoa tinh nang nay trong IE 5 & 6, ban chon Tools — Internet Options - thé General,
nhén Clear History. Tt day, ban cling c6 thé thiét dat lai tinh nang History theo nhu y mudn. Con
trong Nescape, ban chon Edit — Preperences. Trong cira sd Category, chon Navigator va nhan vao
Clear History.

QUAN LY COOKIES

Cookie 1a mot chuong trinh nho duge luu xubng 6 cling cua ban gitip cho web site nhan ra ban khi
ban ghé tham nhitng lan tiép sau. Loi dung diéu nay, nhiéu cookie di dugc phat trién dé theo dbi
va ghi lai toan bd hoat dong ctia ban khi ban duyét web. Nguyén tic chung la khong nén chép
nhan Cookie tir nhitng nguon khong rd danh tinh.

Vé co ban, Win98 luu cac cookie tai \Windows\Cookies. Win2000 lwu tai \Documents and
Settings\....\Local Settings\Temporary Internet Files. Con WinXP luu tai \Documents and
Settings\User...\Cookies. Nescape Iuu cac cookie trong mdt file text mang tén “cookies.txt”. Ban
nén ding chirc ning Search hoac Find ciia hé diéu hanh (HDH) dé tim va x6a file chira cookie
nay. Tuy nhién, khong phai cookie nao ciing ¢ hai. Doi khi ban can giir lai nhiing cookie ¢6 ich
va viéc tim — x0a cac cookie mot cach thu cong to ra rt bét tién.

Hién nay, c6 mot s6 chuong trinh quan 1y cookie rat tbt, chi cAn mot hodc hai thao tac 1a ban c6
thé Iya chon gitlr lai nhitng cookie c6 ich va x6a toan bd nhitng cookie khac. Theo kinh nghiém
ctia minh, toi thdy chuong trinh Super Cleaner (V2.26) lam rét tot nhiém vu nay. Ngoai ra, chuong
trinh nho nay con gitp ban x6a History chi bang mot 1an nhan chudt

KHONG LIEN LAC KHI KHONG CAN THIET

bung no6 chuyén voi ngudi la khi ban khong c6 bién phap bao vé€ nao. Tat nhién, ban ludn nghi
minh an toan khi lién lac v6i nhiing ngudi ban biét. Diéu nay khong sai, nhung nhimg ke guri thu
rac (spammer) va cac web site nguy hiém loi dung k& hé nay va dung cac phan mém bi mat (hodc
cong khai) dé lay dia chi e-mail ctia ban tham chi ca khi ban cho rang minh khong hé dé 16 dia chi
e-mail.

Céch t6t nhat dé tranh mbi nguy hiém nay 1a khong chay cac phan mém trao d6i thong diép & ché
do nén. Khi khong str dung nhiing dich vu nay, ban hay tat hodc thiét dat sao cho ban ludn & ché
do ngoai myén. Néu ban dang str dung AOL Instant Messenger, hay chon My Aim — Edit Options
— Edit Preferences — thé Privacy. Ban ciing can vo hiéu hoa tinh nang tu dong nhan file dinh kem.
Trong MSN Messenger (hoic Windows Messenger), chon Tools — Options — Preferences - bo dau
kiém khoi 3 6 dau tién.

LUOT WEB MA KHONG PE NGUOI KHAC BIET

Loi khuyén ¢ day 1a hay lam cho minh “4n danh” trén mang. Néu ban mudn déu danh tinh coa
minh khi lu6t trén web, hdy sir dung mot trong nhing dich vu an danh vén ¢6 rat nhiéu trén
Internet. Ban dung lo léng vé tinh an toan ca cac dich vu loai nay. Hau hét, cac dich vu 4n danh
déu lam viéc theo mot nguyén tic gidng nhau: Ban ding nhap vao web site cung cap dich vu va tir
day ban c6 thé di gén nhu bat ¢t dau trén mang ma ban thich. Dich vu an danh diu di dia chi IP
thyuc su cia ban, va thay vao d6 1a dia chi ctia chinh dich vu nay. Tuy nhién tdc do cua cac dich vu
nay khéng duoc thuyét phuc 1am. Trang Safeweb.com hodc phadn mém Proxomitron, Anonymity 4
Proxy la nhitng vi du cu thé vé dich vu nay.

XAY DUNG TUONG LUA (FIREWALL)



That 1a dai dot néu chu du trén mang ma khong c6 mot buc tuong lura (firewall) bao vé. Néu ban
thuong xuyén két noi Internet thi diéu d6 c6 nghia 1a ban phai ludn chuin bi dé d6i mit véi
hacker.

Trudce khi thaim nhap vao may tinh cua ban, cac hacker thuong phai lam mot cong viéc goi la
“quét dia chi” bang cach gt tin hiéu (ping) dén cac khdi dia chi IP v6i muc dich tim xem c6 dia
chi nao tra 16i khong. Néu c6 10i dap, tirc 1a may ctia ban dang truc tuyén, hacker s& chuyén sang
bude thi hai 13 quét cac cong tham nhap vao may tinh. Néu co mot céng bi phat hién dang mo,
hacker s& ngay 1ap tirc dot nhép vao may cua ban, va tham chi nam quyén diéu khién hoan toan hé
thong. Viéc quet cac cong tham nhap vao may tinh ciing gidng nhu viéc ké trom didu tra xem cira
chinh hay ctra s0 nha ban c6 bi khoa khong.

Tiép can Internet v6i ma khong co phuong tién bao vé nhu tuong lira ciing gbng nhu mot du si ra
tran ma khong c6 giap sat. Cac may tinh dung Win9x ludn bi kéu ca vé kha ning phong bi yéu
kém. Tuy nhién, diéu nay da duoc Micosoft khic phuc trong Win2000 va XP. Tham chi, trong
WinXP con c6 mdt chuong trinh tuong lira ca nhan hoat dong cung IE rat ¢ hiéu qua.

Hién nay, nguoi st dung Internet c6 kinh nghiém thuong cai dat cac chuong rinh tuong Ivra ca
nhan cho may tinh cua minh nhu: BlackIce Defender, ConSeal PC Firewall, ZoneAlarm..., nhung
theo kinh nghiém ctia t6i, ban nén ding Blacklce Defender. Chwong trinh tuong lira nay rat dé
dung, chi viéc cai dat 1a xong, ma hiéu qua lai rit cao. Cac ban dung WinXP ciing c6 thé ding
chuong trinh ndy nhung phai nang cap 1én ban twong thich vdi WinXP.

PHONG CHONG VIRUS

Mic du cai dit mot chuong trinh phong chong virus thuong truc s& 1am hao ton phan nao tai
nguyén hé thong, song hiéu qua ma nd dem lai s& gitp ban tranh dugc rat nhéu nguy hiém, tham
chi 1a ca viéc d6 v& hé théng. May tinh cia mot ngudi lam viée trén mang khong thé khong co
mot chuong trinh phong chdng virus thudng truc va dugc cap nhat thuong xuyén.

O nudc ta hién nay, chuong trinh BKAV2002 ciing dang trén duong “hudng mang” va lam viée
kha t6t trén Windows. Ngoai ra, ban rat nén quan tm t6i cac chuong trinh ¢ uy tin tir 1au nhu:
Norton Antivirus, McAfee VirusScan... voi rat nhiéu tinh niang bd tro.

CAN TRONG VOI JAVASCRIPT

Ban phai ludn nh¢ rang cang nhiéu thong tin ca nhan ciia ban duoc tiét 16, thi tinh riéng tu cia ban
canh dé bi vi pham. M5i khi ban tham gia vao mot dién dan, hay str dung mét dich vy nao do, ban
lai bi yéu ciu cung cap rat nhiéu thong tin ca nhan. Trong nhiéu truong hop ban khong thé  khong
cung cAp nhung cach t6t nhat 1a cung cap cang it cang t6t. i v6i nhitng tity chon theo kiéu

“optional” thi ban nén bo qua. Dbi vi théng tin vé so the tin dung, password... ban khong nén
chon ché d6 ty dong nhé. Ngoai ra, ban ciing nén co vai dia chi e-mail dung dich vu Web Mail
(hotmail hodc yahoo) boi vi nguy co dia chi e-mail cua ban bi tiét 10 cho cac hing quang co hodc
spammer 1a rat cao. Hay than trong khi ding dia chi e- -mail ma ISP nhu FPT hodac VDC cung cap
cho ban dé tham gia cac dich vu trén mang. Theo t0i, néu dién dan hodc dich vu ma ban tham gia
khong qué khét khe vé tinh chinh xac cta thong tin c4 nhén, thi ban khong nén cung cép nhiing
thong tin that vé minh.

BAO VE E-MAIL

Ban nén ma hoa dé bao mat e-mail néu nhu thong tin trong d6 1a bi mat. Nha quan tri h¢ théng
mang, hacker, hay bat clr ai ¢6 tham vong cling c6 thé tiép can va doc thu cua ban. Cho nén cach
t6t nhat dé tranh diéu nay 1a ma hoa e-mail. ich loi c6 dugce 1a chi ban va ngudi nhan dich thyc co
thé doc duoc thu. Néu ban dang str dung Outlook Express, hdy chon Tools — Options — Security -
rdi chon Restricted sites zone (More secure). Néu ban c6 OE6, hay chon thém “Warn me
whenever other applications try to send mail as me”. Du6i thé Maintenence, ban hay thém dau
kiém vao “Empty messages from the 'Delete Items' folder on exit”. Trong truong hop ban it gui



thu theo dinh dang HTML, hay v6 hi€u héa no bfmg cach chon thé Send - chon Plain text dudi
Mail (News) Sending Format.

NGAN CHAN VIRUS LAN TRAN QUA E-MAIL

Céach ma t6i sip trinh bay sau day thoat nghe c6 vé rat thi cong nhung hiéu qua mang lai c6 thé
phan nao giup ban ngan virus hoic sdu may tinh dung s6 dia chi ctia ban dé guri chinh né t6i cac
dia chi e-mail khac. Trong Address Book, chon New - New Contact (hoac New Card trong
Nescape). Trong 6 First Name ban hiy nhap “0000”. Trong 6 dia chi e-mail, ban hiy bo tréng
hodc nhap mot dia chi v hiéu theo kiéu email@123. Sau d6 nhan Add — OK. Trong truong hop,
virus hodc sdu may tinh thdm nhép vao may ban theo nga e-mail, né lap tirc duyét so dia chi cua
ban theo thir tyr bang chir cai va c¢d ging giri chinh n6 theo thir tw nay. V61 tén nguoi nhén ding
dau bang chir cai va mot dia chi e-mail khong hop 1€, thu can giri s& vin mam trong hop thur di
(Outbox) trén may ban va lap tirc mot thong bao Ve dia chi e-mail khong hop 1¢ xuét hién. Nho do
ban c6 du thoi gian ngat két ndi Internet va xoa tit ca cac thu chd gui di ¢6 nhiém virus.

Ngoai ra, néu ban c6 mot chuong chong virus thuong tryc nhu Norton Antivirus chang han, ban
c6 thé thiét dat dé nd kiém tra moi thu gui téi va gui di. Nho do6 ban co thé phat hién ra céc virus.

MA HOA HE THONG MANG

Nhirng cong cu dung trén cac may chu hodc may tram hién nay khong c6 duge mirc d9 an toan
cao nhu nguoi dung mong mudn. Ban khong nén str dung cac chuong trinh nhu Telnet, POP, hodc
FTP néu nhu password truyén qua Internet khong c6 mirc d6 ma hoa cao hodc thong tin ctia ban 1a
t6i mat. Theo cach ndy, nhitng théng tin “nhay cam” ciing khéng nén giri qua e-mail. Ban ciing
can cha y thém rang bat cir bién phap ma hoa nio ciing doi hoi ca may khach va may chu hd trg
moéi co6 hiéu luc.

PUNG QUA CA TIN

Ban hiy cin than véi nhimg chuong trinh tai xuéng (download) tir Internet. Khong nén cai dat
nhitng phan mém ma ban lay tir nhimng dia chi chua duoc kiém ching hodc it nguoi biét dén. O
nhitng dia chi nay, rat nhiéu phan mém dugc quang cao véi nhiing tinh ning hép dan lai chira
nhiing “con ngwa thanh Troy” (Trojan) cuc ky nguy hiém trong né. Thoi gian gan day cé nhidu
nguoi dung Internet phan nan vé nhing ct goi dién thoai ra nudc ngoai ma ho khong hé thyc hién.
Co nhiéu 10i giai thich cho van d¢ nay, nhung mot trong nhitng 1y do co ban 1a ban da vo tinh tai
vé may minh mot phan mém c6 kha nang ngit két nbi Internet hién hanh cia ban va thyc hién
cudc goi t6i mot s6 dién thoai nudc ngoai nao do.

Ban ciing can phai luu y, c6 nhiing trang web to ra rat lich su khi cho ban biét phan mém ctia ho
s& ngit két ndi Internet hién hanh va thue hién cudc goi ra nude ngoai tr may cua ban. Sau do,
trang web loai nay s& hoi ban c6 mudn download hay khong bang cach dua ra tiiy chon YES (OK)
hodc NO (CANCEL). Tat nhién, phan 16n nguoi dung s& chon NO (CANCEL). Nhu vay 1a trang
web nay di giing by thanh cong. Ban déu biét, thudc tinh ctia nat bAm YES hodc NO khong hé
phu thudc vao chit YES hay chit NO. Chung hoan toan ¢ thé dugc trao doi cho nhau.

Ngay ca mot web site co tiéng tim ciing c6 thé bi hacker tin cong va thao tang. Cho nén, 1oi
khuyén cia t6i 1a dimg bao gid tuyét ddi tin vao moi thir xuét hién trén Internet.

CAP NHAT HE THONG THUONG XUYEN

Ban nén thuong xuyén cap nhat cho hé théng ctia minh. Cac ban stra 16i hay nang cdp cho phan
mém hay HPH la mot diéu ma ban phai chap nhan khi sor dung Windows. Tham chi, ca WinXP
vira méi ra 16 hoi cudi thang 10/2001 véi tiéng tim ndi nhu cdn, dd nhanh chong duoc Microsoft
dua ra ban sira 16i dau tién!!! Nhing cai ma thuat ngir chuyén mon goi la 16 hong (hole) nay that
khong may phan 16n lai do hacker phat hién ra. Noi n6n na, mleng vé chi xuét hién khi xam xe da
bi thung. That la nguy hiém! Do vy cach tot nhat dé han ché thiét hai trudc nhiing yéu kém ciia



phan mém hay HPH mét cach kip thoi 1a ding ky vao dich vu tin thu ctia nhitng dién dan cong
ngh¢ thong tin dang tin cay.

DUYET WEB O CHE PO NGOAI TUYEN (OFFLINE) MOI KHI CO THE

Tt nhién chung ta déu ngat két ndi Internet modi khi khong str dung. Tuy nhién, dé an toan trudc
cac virus dang Trojan va Zombie, ban can phai tu tay thédo  jack cam mang khoi may tinh. Trong
truong hop may chu, ban hdy loai b6 nhiing dich vy hé thong (deamon) khong can thiét hoic it str
dung. Ban can chuy rang khi moi cai HPH, theo ngam dinh, cac dich vu hé théng luén chay & ché
d6 nén va hau hét cac hé thong may chii déu khong thong bao cho ban diéu nay. Néu ban khong
dung Win2000 hoac XP lam may chu thi ban hay loai bo tinh nang Indexing Service va Internet
Information Services (ISS) von da bi virus Code Red gdy tai tiéng hdi cudi mua hé vira qua.

KIEM TRA CAC THIET PAT CUA INTERNET EXPLORER

Ban chon Tools — Internet Options —Security — Internet - Custom Level... va chon murc d6 an toan
thich hop cho cong viéc cua ban. Trong nhiéu truong hop, ban can phai chon ché d6 vo hiéu hoa
(Disable) tat ca cac lya chon, hay it nhat 1a ché d6 “nhic” (Prompt). Theo t6i, ban nén chon ché do
vo hiéu hoa tit ca & muc Restricted Sites.

NGAN CHAN QUANG CAO TU XA

Ban hiy cai dat mot phan mén ngin chin tir xa cic mau quang cao. Nhitng chuong trinh loai nay
s& ludn giam sat qua trinh ngao du trén mang ctia ban, ngin chin tir xa cac mau quang cio (khong
cho tai vé may ban) ciing nhu ngin can cac y d6 sir dung cookies dé giam bdt kha niang ban trd
thanh muc ti€u khai thac cuia cdc nha quang cdo trén Internet. Theo kinh nghiém cua t6i, cac
chuong trinh nhu Pop up Zero Pro , AtGuard, AdSubtract PRO, ZoneAlarm... 1am kha tot nhiém
vu nay.

HIEN TH] PHAN MO RONG CUA MOT TAP TIN

Nhin thdy phdn mé& rong ctia mot tap tin s& gitip ban tranh duoc viéc chay nhitng chuong trinh nhu
* REG hay *. VBS ma ban di vo tinh download xudng may tinh ctia minh. Nhiing chwong trinh
¢6 phan mo rong 1a REG hodc VBS thudng c6 tham vong can thiép vao Registry cia Windows
hodc chinh 1a cac Trojan.

Gia str, nhin thay mot file mang tén “pretty _girl jpg”, ban s& ¢ thé voi vang mé ra xem ma khong
biét thuc chét né 1a “pretty girl.jpg.exe” hodc “pretty _girl jpg.vbs”.

Dé hién thi phén md rong cua file, ban lam nhu sau: mé Windows Explorer, chon Tools — Folder
Options — View — Advanced Setting, bo ddu kiém khoi "Hide file extensions for known file
types". Néu ban mudn mirc d6 an toan cao hon va khong lo man hinh ciia minh qua chdn ron, hiy
chon "Show hidden files and folders". Sau d6, ban nhin véao nat "Like Current Folder" hoac
“Apply to All Folders” (WinXP) rdi nhan OK dé lam cho nhiing thay ddi nay c¢6 hiéu luc ¢ tat ca
cac thu muc.

VO HIEU HOA PERSONAL WEB SERVER

Néu ban dang sir dung diy du céc tinh ning ciia MS FrontPage, c¢6 kha niang chwong trinh MS
Personal Web Server (PWS) da duoc cai dit trén mdy cua ban. Chuong trinh nay duoc cai dit dé
khoi dong cing Windows va no luén mé cong 80. Dé thiét dat lai PWS khoi dong mbi khi can
thiét, ban hay tao mot biéu turong cho né (trén desktop ching han). Roi khoi dong chuong trinh,
chon thé StartUp va bo dau kiém khoi 6 "Run the Web server automatically at start up". Lam nhu
véy s& tranh cho chuong trinh nay phai luon luén hoat dong va ciing tiét kiém duoc phan nao tai



nguyén hé thong. Tét nhién, mdi khi ¢ cong viéc gi lién quan t6i FrontPage, ban chi viéc nhan
chuoét 1én biéu twong PWS va chon “Start” tir thé “StartUp”.

THAY BOI THIET PAT GHI NHAN VE SU CO HE THONG

Khi Windows (2000 hoic XP) gip su cb, h¢ diéu hanh s& tao ra mot file g& rdi (dump) va c6 thé
tur khoi dong lai hé thdng. Nhimg ké c6 gang dot nhap vao hé thong ctia ban c6 thé tim thiy nhimg
thong tin v6 cung dang gia nhu nhitng password chang han trong file “dump” nay. Bén canh do,
hacker ciing c6 thé gay xung dot cho hé thong cta ban khién may tinh phai khoi dong lai, va chi
chd c6 vay chiing s& cho chay mot Trojan khoi dong hodc gianh quyén kién soat tai khoan quan tri
hé thong.

Céac hiém hoa néu trén ¢ thé duoc loaii bo khi ban thuc hién cac bude thiét dat lai sau: Trong
Win2000, hay m¢ Control Panel, chon System Properties - Advanced - Startup and Recovery,
thay di tily chon ngam dinh dudi thé "Write Debugging Information” thanh “None” va bo diu
kiém khoi 6 "Automatically reboot". Trong WinXP ban ciing lam twong tu: Control Panel -
Performance and Maintenance — System — Advanced — Startup and Recovery — Settings... Thuc ra,
ban khéng thé doc dugc file “dump” nhung ban ciing c6 thé khoi phuc lai viéc ghi cac thong tin
& 16i néu nhu ban thyc sy can c6 mot file “dump” dé gui cho Microsoft.

NANG CAO CAC THIET PAT AN TOAN KHAC

- Trong Win2000, m¢ Control Panel - Users and Passwords — thé Advanced — trong muc Secure
Boot Settings, chon 6 "Require users to press Ctrl-Alt-Delete before logging in". Pong thai nay sé&
chin ding viéc cac Trojan an cép password.

- Néu ban sir dung Netmeeting, ban nén v hiéu hoa tinh ning “Remote Desktop Sharing”. Ban
hdy lam theo cac budc sau: Trong Win2000 (hodc Win9x), chon Start — Programs — Accessories —
Communicatons — NetMeeting —Tools - Remote desktop sharing", va bé dau kiém khoi “Enable
Remote desktop sharing on this computer”.-

Trong Win2000, m¢ Control Panel - Administrative Tools - Local Security Policy - Security
Setting - Local Policies - Security Options, trong muc "Additional restrictions for anonymous
connections" nhan chudt phai chon "No access without explicit anonymous permissions”. Mot
ngudi dung an danh dugc Windows ngdm dinh thuéc nhom “Everyone”. Mic di, nhém ngudi
dung “Everyone” di bi han ché nhiéu kha ning, nhung 1am nhu trén sé& giup ta c6 thém mot 16p
béao vé nira. pé tang cuong muc do an toan, Win2000 bd xung thém thiét dat “no access” khién
cho nhom ngudi ding “Everyone” hay bt ctr két ndi mang nao khac cling tré nén vo hiéu néu
khong dugc phép.

- Bé tranh viéc bj ro ri tén tai khoan (ngudi dung thong thuong va nha quan tri), ban hiy 1am nhu
huéng dan bén trén (ca Win2000 va XP) va chon "Do not display last name in logon screen."

- PBé tranh cho ngudi dung ding nhap qua Internet truy xudt 6 CD-ROM va 6 dia mém, ban hiy
lam nhu trén (cd Win2000 va XP) va chon "Restrict CD-ROM access to locally logged-on user
only"; "Restrict floppy access to locally logged-on user only”. Thong qua cac thiét dat méi nay,
ban c6 thé tranh dugc viée hacker x6a hodc léy cép thong tin, tham chi 1a cai mot virus boot (khoi
dong) 1én dia mém.

Ban ciing nén vo hiéu hoa tinh ning “Autorun” cia 6 CD-ROM. Tir Win95, Microsoft da cho
phép 6 CD-ROM tu chay néu c6 dong 1énh “autorun” trén dia. Tinh ning nay to ra rat hay nhung
né ciing bi nhitng ké thim nhép trai phép triét dé loi dung dé kich hoat nhimng Trojan nguy hiém
cho du ban da khoa man hinh. Trong Win9x, ban m¢& Control Panel — System — System Properties
— Device Manager - chon 6 CD-ROM - nhén chudt phai dé mé Properties - chon thé Settings va
b6 dau kiém khoi 6 “Auto Insert Notification” - nhan OK dé hoan tat cong viéc. Trong WinXP,
mé& My Computer - nhan chudt phai vao 6 CD-ROM - chon Properties - chon thé AutoPlay - chon
“Take no action”, rdi nhan OK dé hoan tat cong viéc.



- Ban cling nén chon "Restrict users from installing printer drivers” nhu cach lam ¢ trén
(Win2000) dé tranh viéc ngudi khac cai nhitng trinh diéu khién may in ma ban khong mong
mubn. Tuy nhién, néu mudn thém hodc b6t cac trinh diéu khién may in, ban phai v6 hi¢u hoa tuy
chon néu trén.

- Ciing theo cach trén (Win2000), ban hay bo tuy chon "Disable CTRL+ALT+DEL requirement
for logon" dé lam cho 6 "Require users to press Ctrl-Alt-Delete before logging in" trong Users and
Passwords khong con hiéu Iyc. Rét nhiéu Trojan phai vo hiéu héa hai tity chon trén trudce khi 6
thé danh cip password.

- Ciing vao Administrative Tools - Local Security Policy - Local Policies - Security Options, ban
nén chon "Clear virtual memory pagefile when system shuts down" trong Win2000 hoac “Clear
Virtual memory pagefile” trong WinXP. Nhu chiing ta déu biét, Windows dung file “page”
(Win2000, XP) hoic “swap” (Win98) (tap tin hoan d6i) trén dia cirg nhu mo bo nhé RAM thir
hai. Chon "Clear virtual memory pagefile when system shuts down" khong chi c6 ich trong mot sO
truong hop hy hiru nhu mat cdp 6 cimg hodc may xach tay, ma con khién cho hacker khong thé
dat mot phan tir cam nhan nao do trong file page dé thu thap cac password hodc s6 thé tin dung
hay nhirng thong tin quan trong khéc cua ban.

- Khi mua mgt may tinh dung 10i, dé tranh nhitng rui ro sau nay, t6t nhat 12 ban nén dinh dang lai
dia cting va cai dat sach (clean) lai HDH.

LOI KET

Néu nhu ban ap dung cac 101 khuyén néu trén, ddm bao rﬁng viéc ludt trén Internet cuia ban s€
nhanh hon, an toan hon, bi mat hon va it phién toai hon. Tuy nhién, trén day chi 1 nhitng 10
khuyén. Diéu d6 c6 nghia 13 ban hoan toan c6 thé lya chon mirc d6 an toan sao cho phi hop véi
yéu cau ctia minh. Ngoai ra viéc kham pha thé giéi may tinh va mang s& dem lai cho ban nhiéu bat
ngd tha vi ciing nhu nhitng hiéu biét qui bau giup ban viing budc hon trén con duong hudng téi
tuong lai.

Chtic cac ban thanh cong!

Nguyén Viét Khoa

Khoa Ngoai ngir

Pai hoc Bach khoa Ha Noi
E-mail: vietkhoabk@hotmail.com

Hay can trong khi lu6t Web

Internet 13 mot noi nguy hiém, day nhitng ké dau co truc loi luc ndo ciing lam le ban di liéu ca
nhén cua ban cho nhitng ké moi gidi thong tin va cling khong thi€u nhiing ké toi pham chi truc
danh cap so6 An sinh xa hoi cua ban, dung thé tin dung ctia ban dé€ mua sam.

Cho du ban dang mua sam trén mang hay dang chat voi nguoi than, ban can phai than trong bao
v¢ nhing thong tin ca nhan ctia minh. Dé bao vé chinh minh, ban chi can c6 nhan thirc vé nhimg
mdi de doa tiém tang va biét cach phong vé. Bai viét ndy s& cung cap cho ban nhing kién thirc can
thiét dé bao vé cac thong tin c4 nhan.

Giau dinh danh
Trudce khi lam diéu gi do trén mang, ban can ghi nhé nhiing diéu sau day:
Mot ké nao d6 trén mang c6 thé kiém tién bang cach ban dir liéu ca nhan cua ban.


mailto:vietkhoabk@hotmail.com

M&i khi ban 1én mang, ban s¢€ dé 1o nhiing thong tin mai, du chi la chut it, vé nhitng s& thich cua
ban.

Mot sb nha thu thap dir liéu khong thod man véi viée cho doi ban dén véi ho, va ho dung nhiéu
tha doan dé danh cép dugc nhiéu thong tin hon vé ban.

Chung ta c6 the goi nhitng diéu trén 1a Cac quy tic co ban vé thong tin ca nhan, va cac quy tic
nay ding véi tit ca nhimg nguoi sir dung Internet. Tén ban va nhitng thong tin vé ban s& duoc
dem ban. Vi ban chang duoc chia chut loi nhuén nao, nén tot nhét 1a hay gitr kin céc thong tin ca
nhan cho riéng ban. Néu nhing théng tin d6 lot vao tay nguoi khac, ban s& khong thé kiém soat
dugc viée ngudi ta sé st dung chung nhu thé nao.

Bao v¢ dia chi IP

Glong nhu s nha va tén phd cua ban, dia chi IP cia mot may tinh cho ngudi khac blet 1am thé
nao dé c6 thé tim thdy may tinh d6 trén mang. Dinh danh nay gom ¢6 bon s6, m01 sO ¢o gia tri tir 0
dén 255, cach nhau boi mot diu chim (vi du 123.123.23.2). Mdi Website va moi thiét bi dién tir
két ndi Internet déu phai c6 mot dia chi IP duy nhat; tai mot thoi diém thi khong thé c6 hai thiét b
nao c6 cung dia chi IP.

Néu nhitng ké giri spam hoic 1a cac hacker biét dugc dia chi IP cta ban, chung c6 thé tin cong
may tinh cta ban bang cac loai virus hay tham chi con xam nhép truc tiép vao bén trong dé danh
cip cac dit lidu ca nhan ciia ban. Ban c6 thé cai dit cac firewall phan cting hodc phan mém va cac
chuong trinh diét virus trén mdi nat mang cia ban, nhung néu c6 du thoi gian va du tai nguyén
may tinh, hacker van c6 thé xAm nhép duoc vao hau nhu 1a bit cr may tinh nao.

Ban nén bao vé dia chi IP ciia minh cén than nhu 1a dbi véi tén va dia chi cua ban. Ban than trinh
duyét hay 1a Windows khong cho phép ban gidu dia chi IP, nhung c6 mot s6 phan mém khac co
thé gitip ban giai quyét van dé nay. Voi gia 5 USD mot thang, phan mem Freedom (c6 tai dia chi
http://www.freedom.net/ ) ctia hing Zero-Knowledge Systems sé& gidu dia chi IP ctia ban bang
cach giri tat ca cac dit liéu cua ban qua mang Zero-Knowledge.

Néu ban st dung mot két ndi quay s6, ban sé it gdp rui ro hon vi dia chi IP cia ban thay ddi theo
mdi phién dang nhap. Nhung néu ban sir dung két ndi lién tuc, nhu 1a DSL hay cap, ban s& c6 mot
dia chi IP ¢6 dinh. Mot dia chi IP ¢b dinh khién cho ban rat dé bi do quét va tan cong. Nhung néu
mdi 1an két ndi Internet ban c6 mot dia chi IP khac vai lan trude (dia chi IP dong) thi ban co thé
tro thanh mot muc tiéu di dong d6i véi cac hacker. Néu ban ¢ y thirc vé bi mat riéng tu, hiy dé
nghi nha cung cap dich vu Internet cho ban mét dia chi IP dong. Nhimg ke xam nhép s& gap kho
khin hon nhiéu dé tim ra may tinh ctia ban néu nhu dia chi ctia ban khéng c6 dinh.

Cookies theo doi ban

Cac Website con sir dung cac cong nghé khac dé theo ddi ban va do theo cac chuyén dong cua ban
o trén mang. Cookie 1a nhing file dir liéu nho ma cac Website ban ghe tham ghi vao 6 cing may
tinh dé theo d&i duong di cua ban trén Web hoac ghi lai nhimg s¢ thich cua ban. Hau hét cac
cookies déu c6 muc dich tot. Vi dy, néu ban dang ky dé xem mot Website cu thé (chang han nhu
1a Thoi bao New York trén Web), site nay c6 thé ghi mot cookie 1én méy tinh ctia ban dé giup ban
sau d6 khong can nhap username va password vao dé truy cdp site ndy. Co hai loai cookie: cookie
vinh vién (tén tai trén may tinh ctia ban ké ca sau khi ban tat may), va cookie tam thoi (chi tdn tai
trong mot phién lam viéc nhét dinh va khong dugce luu trit khi ban tat may tinh).

Méi de doa ctia cac cookie khong nam trong nhitng thong tin ma céc cookie luu git; vi du, cookie
khong cho phép cac hacker tim duoc dudng truy cép vao cac file riéng tu cua ban. Hau hét cac site
ghi cac cookie mdi 1an ban nhip chudt vao mét lién két méi trong site ban dang tham, va sau d6
nguoi ta c6 thé biét duoc 1a ban doc nhiing trang nio va thoi gian ban doc trang d6 1 bao lau.
Nhitng thong tin nhu vay c6 thé rat hitu ich cho cac nha kinh doanh — nhitng nguoi ludn khai thac
céac chi tiét vé nhiing théi quen va so thich ciia ban. Theo thoi gian, nhimg méau dir liéu nho bé nay
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c6 thé giip cho cac cong ty xay dung mot ho so vé ban, va ho c6 thé ban nhiing thong tin nay cho
cung cap nha kinh doanh khéc.Nhiing "con bo" Web con 1¢i hai hon

Néu ban thuong xuyén xod cac cookie hodc dat cau hinh cho trinh duyét dé khong cho phép ghi
cookie (xem hudng dan trong phan Chan cac trng dung nguy hlem) cac site s& khong thé thu thap
du dir liéu dé xay dung ho so vé ban. D6 1a 1y do vi sao ma mot sd cong ty lai s dung cac "con
bo" Web nhu mét bién phap du phong dé theo ddi nguoi st dung néu nhu cac cookie khong hoat
dong dugc. Con bo Web hoat dong nhu sau: d6 1a nhitng hinh dd hoa nho xiu, d6i khi chi c6 chiéu
cao va chiéu rong 1a mot diém anh, c6 mau sic gidng nhu mau nén cua trang Web. Bt ctr khi nao
ban t&i mot site, site d6 s& c6 dia chi IP cua ban trude khi ban c6 thé tai bat ky file ¢d hoa nao trén
Web (bao gobm ca con bo Web), va khi c6 dia chi IP trén tay, may chu Web co thé ghi lai dia chi
cua ban trong sudt phién 1am viéc ciia ban. Nhu vdy, ngay ca khi cac cookie bi chan, con bo Web
van c6 thé bi mat theo ddi nguoi su dung. Trong nhiéu trudng hop, viée theo ddi nhur vay c6 thé 1a
dé phuc vu cho muc dich tét (vi du, mot site mudn diéu tra xem mot trang Web nhat dinh nao d6
c¢6 duoc nhiéu nguoi xem khong), nhung khong phai luc nao cing nhu vay. Cac site thuong mai
c6 st dung banner quang cdo phat hién ra rang ban than cac cong ty quang cao, chang han nhu 1a
DoubleClick, c6 thé sir dung con bo Web dé theo dbi cac ludng luru thong trén nhiing site dang
quang cdo cua ho. Vi vay, con bo Web co6 thé m& dudng cho viée tao ra hd so vé ban, va con co
thé khién cho ban phai nhan spam (néu nhu con bo Web duogc nap sau khi ngudi str dung dién vao
mdt don mua hang trén Web).

Chan cac ing dung nguy hiém

Cac cookie von khong phai la nhiing thir nguy hiém, nhung c6 nhiéu file nho cu tra trén 6 cliing
ctia ban (mét vi du 1a cac cookie nam trong folder C:\Windows\Cookies néu ban sir dung trinh
duyét Internet Explorer) va chung cho phép Website hodc cong ty ma da dat cookie & d6 nhan
dang duoc ban théng qua mot chudi sb va chir (duwoc goi 1a mot dinh danh duy nhat). Vi du, cac
cong ty nhu DoubleClick, Adbureau.net, hay LinkExchange (déu 1a nhimg nha quang céo trén cac
Website) co thé ghi mdt cookie Ién o cung cua ban trong khi ban dang doc mét site (vi du nhu
Amazon.com) va sau dé doc cookie d6 khi ban tdi mot site khac dugc DoubleClick phuc vu (vi du
nhu CNN.com). D¢ 1a cach ma céc cong ty theo doi ban qua mot hé théng cac site khac nhau.

Téng cb cac cookie

That may 14 trinh duyét cta ban c6 thé d& dang v6 hiéu hoa céc cookie: Trong trinh duyét Internet
Explorer 5.x, nhép chudt vao Tools > Internet Options, roi chon muc Security. Nhip chudt vao
bleu tuong Trai dat c6 dong chir ghi ¢ bén dudi la Internet, roi nhap chudt vao nit Custom Level &
gan ddy ciia cira sO. Trong cira s6 Sercurity Settings méi dugc mé ra, kéo thanh cudn xuéng muc
ghi 1a Cookies. Pé ngin khong cho trinh duyét cia ban tu dong ghi cookie 1én may tinh, hiy chon
Disable hodc Prompt trong muc "Allow cookies that are stored on your computer". No6i chung néu
ban dé ché d6 cho phép ghi cac cookie tam thoi (per-session) thi cling khong sao; thuong thi d6 1a
nhiing cookie ghi nhé cac mit hang ma ban da chon mua trong mot cira hang truc tuyén.

Trong trinh duyét Netscape, nhép chuot chon Edit > Preferences va chon muc Advanced trong 6
bén phai. Tai day, ban co thé chon ché d6 chan tét ca cac cookie hodc hodc ché do cho phép mot
site ghi cookie theo quyét dinh cua ban. Ban nén chon ché d¢ tht hai va cho phép trinh duyét sir
dung cookie ddi voi mot sd site. Theo cach do, ban c6 thé thyc hién mot bién phap kiém soat cac
thong tin cua ban, dong thoi van 6 thé tan dung duoc tinh tién 191 cia cookie. Tuy nhién, néu ban
qué da nghi, c6 thé ban s& mudn ngin chin tt ca cac cookie ngay ca khi viéc 1am d6 can tro ban
mua hang mot cach hi¢u qué trén mang.

Néu ban thyc su to md mudn tim hiéu xem ¢ bao nhiéu site dit cac cookie 1én mdy tinh cta ban,
hay danh dau Iya chon trong muc "Warn me before accepting a cookie", trinh duyét Navigator s&
hién thi mot hop thoai mdi khi c6 mdt site dinh ghi cookie 1én may tinh ctia ban. (Trong trinh
duyét Internet Explorer van chua c6 lua chon nay). Ban chi nén thir lya chon nay trong mét thoi



gian ng’fm, vi & ¢6 rat nhiéu hop thoai hién 1én héi ban cé chép nhén cookie trong qué trinh ban
luot Web, diéu do c6 thé sé khién cho ban phai kho chiu.

Hiy biét chon lya

Tuy nhién, viéc tat ché do cho phép ghi cookie mét cach don gian co thé s& khong giup ich cho
ban. Internet Explorer khong chén cac cookie duge giri t61 cac cong ty quang cao khi dang cho
phép cac site ma ban ghe tham ghi cookie. Trinh duyét nay chi co thé cho phep hoac la chap nhan
tat ca cac cookie hoac 1a khong chap nhan bat ctr cookie nao. Viéc xo4 tat ca cac cookie s& lam
ban mat mot thuan 1oi 1a c6 thé tiét kiém thoi gian trén nhiing site tin tic co thé tuy bién nhu My
Yahoo. Néu ban str dung IE va chi mudn cho phép maot sé site ghi cookie 1én 6 cimg cuia ban, hay
thir str dung phdn mém mién phi CookieWall ctia hing AnalogX. CookieWall chay trong hé
thong, lang 18 giam sat file cookie trong tirng phut va cho phép ban lwa chon nhiing cookie nao
dugc phép ghi 1€n 6 cimg. Khi chuong trinh nay gap mot cookie, mot hop thoai s€ xuat hién hoi
ban mudn 1am gi vai cac cookie dén tir site nay - rat tién loi trong nhing truong hop chang han
nhu ban ding ky str dung My Yahoo va khong mudn phai nhap username mdi khi ban nap trang
Web.

Chéng lai virus

Néu ban khong c6 phan mém diét virus trén may tinh, hdy cai dit mot chuwong trinh nhu vay.
Ngay ndo mdy tinh ctia ban khong duogc bao vé phu hop thi ngay d6 may tinh c6 nguy co bi nhiém
virus va c6 thé 1am cho may tinh khac ciing bi 1ay nhiém. Céc virus khéng chi xo4 sach 6 cing
ctia ban; mot sd virus con c6 kha nang danh cép toan bo sb dia chi e-mail hodc cai cac chuong
trinh "ctra sau" 1én 6 cung cua ban (chang han nhu Trojan SubSeven hoic BackOffice) va sau dé
cac hacker co thé sir dung chuong trinh nay dé xam nhap vao may tinh cua ban. V6i gia 20 USD,
phan mém eTrust Antivirus cung cap kha nang chéng virus kha tét, nhat 13 ban lai c6 thé dung thir
mién phi eTrust Antivirus trong vong hai thang. Tuy nhién, dé c6 mot chuong trinh diét virus toan
dién hon, ban c6 thé mudn boé tién ra mua Norton Anti Virus.

Bao vé két ndi

Néu ban str dung mot két ndi toc d6 cao nhu DSL hay cap, hdy suy nghi vé viéc tai xubng chuong
trinh ZoneAlarm, firewall ca nhan mién phi rat dugc wa chudng ciia CNET. Céc firewall khong
chi ngin khong cho cac img dung nguy hiém xam nhap vao may tinh clia ban ma con ngin can
cac nhitng chuong trinh la trén may tinh cta ban két ndi voi Internet ma ban khong hay biét.
Nhirng chwong trinh bi an d6 c6 thé 1a do mét virus cai vao may tinh dé danh cip nhimg thong tin
quan trong cua ban.

Dé biét duoc 1a két ndi ciia ban an toan t6i muc nao, hiy tdi site Shields Up ctia Steve Gibson va
thir mot cudc kiém tra mién phi vé kha nang bao mat. Shields Up thuc hi¢n nhiéu thir nghiém
gidng nhu ctia hacker dé do cac 16 hong trén may tinh ctia ban va cung cap cho ban mot ban déanh
gia vé tinh trang bao mat trén may tinh cua ban va nhitng gi ma ban can lam (néu c6) dé giam sb
16 hong trén may tinh. Cudc kiém tra ctia Gibson c6 thé cho ban biét liéu ¢6 chwong trinh "cira
sau" nao dang chay trén may tinh cta ban hay khong nhung khong cho biét chuong trinh d6 da
duoc sir dung hay chua. Nhung mot chut thong tin d6 thoi ciing da rit co ¥ nghia roi. Néu ban biét
may tinh ctia ban c¢6 Trojan, ban c6 thé hanh dong dé xo0a bo chuong trinh do.

Chin nhirng ké giri spam va bon bit lwong

Gan nhu moi nguoi sir dung Internet déu coi e-mail 14 1y do co ban dé 1én mang, nhung khi n6i
dén e-mail quang cdo (hay con goi 1a spam) thi spam con gay kho chiu hon 14 nhiing to quang co
dugc treo vao cira nha ban. D6 14 vi ngudi sir dung Internet phai tra tién cho bing thong va
khoang khong gian dia ma spam chiém chd. Nhitng déng spam c6 thé 1am giam tdc do tai e-mail
ctia ban. Tham chi con toi t& hon: mdi khi nhiing ké gtri spam biét dia chi email cta ban, ching c6
thé ban dia chi d6 cho hang chyc ké guri spam khac. Mot trong nhing spam 1am cho ngudi sir
dung tirc gidn nhét 1a spam mo1i chao ban mua tén va dia chi email cua 5 tri€u nan nhan spam véi
gia chi ¢6 40 USD.
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Phong ngira spam

Nhitng ké giri spam 1am thé nao dé 1ay duoc dia chi ctia ban? Hau hét nhimng ké d6 tao dugc kho
dit lidu vé cac dia chi thong qua qua trinh thu thap dia chi. P6 13 qua trinh s dung phan mém quét
cac Website dé tim bat cir vin ban nao c6 ky tu @, ri ghi lai cac dia chi d6 vao trong co so dit
liéu. Sau d6 nhitng ké nay giri spam cta ching ti cac dia chi d6, hodc ban hay trao dbi dia chi e-
mail v&i nhiing ké giri spam khac.

Dau la cach tot nhat dé ngan can nhimg ké giri spam theo ddi ban? Hiy tranh sir dung dia chi
chinh thtrc cta ban; thay vao d6 hiy ding ky mot account e-mail mién phi & mot site nao d6 chang
han nhu 1a Hotmail hay Yahoo, va sir dung céc dia chi ndy mdi khi ban giri thong diép t6i nhitng
noi cong cong hodc dat mua cac san pham trén Web.

Nhing ké gtri spam ciing thu thap cac dia chi e-mail qua nhiing thong di¢p ma ban gui tdi cac
nhom tin Usenet va nhitng noi luu trit trén mang cua cac danh sach thu ma ban dang ky. Pung bao
gio nhap dia chi e-mail vao cac chuong trinh hoc tin ctia ban. Nhiing ké guri spam dé dang thu
thap duoc dia chi e-mail trén cac bang tin, vi vy, hdy sir dung mot account e-mail mién phi dé
dang ky va gui loi dap cho cac bang tin nhu vay. Trong mot so it truong hop, virus gui ndi dung
s6 dia chi trong chuong trinh thu dién tir cuia ban cho nhimg ke guri spam, ban s& chang thé 1am gi
duoc, vi vay tot nhét 1a phai chay chuong trinh diét virus trong moi ltc.

Che diu thong tin vé ban

Tt nhién, cach don gian nhit dé ngin chin spam la gii kin dia chi e-mail cua ban ngay tir dau.
Hay chi tiét 16 dia chi d6 cho nhitng nguoi ban dang tin cdy, gia dinh va cic dong nghiép cta ban.
Dung nhép dia chi chinh thure ctia ban vao cac trang Web hoac cac muc lya chon cua trinh duyét
Usenet. Mot sd site co thé doc dugc dia chi e-mail hodc tén that ctia ban tir cac muc lya chon nay.
Noi chung, khi mot trinh duyét Web hoac mot chuong trinh doc tin Usenet yéu cau ban nhép tén
that hodc dia chi e-mail vao mot hdp thoai, hay dé tréng cac truong do va tiép tuc.

Khi nhiing ké giri spam nim dugc dia chi e-mail ciia ban, ho ¢6 thé sir dung cac e-mail HTML dé
liy thém cac dia chi khéc tir ban. E-mail HTML tréng khéc v6i e-mail van ban thuan tuy & chd e-
mail HTML c6 thé duoc dinh dang véi nhiing kich ¢& font chit khac nhau va c6 thé dit ca cac lién
két Web ngay vao trong phan néi dung cua e-mail. That khong may la nhiing e-mail nhu vay
khong chi 1am ban mét thoi gian tai vé ma ching con c6 thé chira dung nhitng doan mi an c6 thé
gi danh sach cac dia chi e-mail trong cudn s6 dia chi ctia ban cho nhirg ngudi soan ra cac buic
thu d6. Nhung viée tit chirc ndng xem e-mail HTML ciing rat don gian: chi can téi hop thoai cac
lya chon trong chuong trinh e-mail va bé chon lya xem thu dudi dang HTML. (Vi dy, trong céc
phién ban méi cta Eudora, ban hiy nhap chudt vao Tools > Options, rdi chon Viewing Mail trong
6 bén trai va bo diu lua chon trong hop Use Microsoft's Viewer).

Céc cong cu khac, trong d6 c6 phan mém Script Defender mién phi ctia hing AnalogX c6 thé
chdn cac ma 1énh nguy hiém trong e-mail cta ban trude khi cdc ma 1énh dé dugc kich hoat. Cling
giéng nhu CookieWall, Script Defender chay trong hau truong, cho doi cho dén khi phat hién ra
mot ma 1énh nguy hiém. Sau do, chuong trinh nay s& chan khong cho kich hoat ma 1énh doé va
thong bao cho ban biét diéu gi da xay ra.

Bao vé bang cach mi hoa

Ngay ca khi ban tuan thu day du cac nguyén tic da duoc noi den trong cac phan trudc, ban than
noi dung cdc e-mail cling van khong an toan trudc nhiing cap mit to mo; bat cir ké nao chin e-
mail ctia ban giita may tinh gti di va may tinh dich déu c6 thé doc cac e-mail nay. Trir phi ban ma
hoé ndi dung cta céc e-mail dé chi ¢6 ban va ngudi ban mubn gui co thé doc duge ching. Ban c6
thé str dung mot chuong trinh mién phi nhu 1a PGPfreeware (c6 thé tai xudng tir dia chi
home.cnet.com/downloads/0-3356727-100-4880518.html?tag=txt) dé ma hoa e-mail ctia minh,
nhung ca ban va nguoi nhén déu phai cai dat va cu hinh chuong trinh nay trudc do. Mot s6 ung
dung khach e-mail cung cip cac chon lya mi hod, nhung cic chuong trinh niy yéu ciu ban phai
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mua mdt dinh danh (ID) k¥ thuat s6 tir mot bén tha ba. Vi du nhu, dé m3 hoa e-mail bfmg
Outlook, trudce tién ban phai dang ky voi mdt cong ty nhu VeriSign d€ mua mot ID va phai tra 1€
phi hang nam.

Ngan chan nhirng ké xam nhap IM

E-mail khong con 1a cach nhanh nhat dé lién lac qua Internet. Cac chwong trinh giri tin nhin (IM)
nhu 14 ICQ, AOL Instant Messenger, va MSN Messenger 13 nhitng chuong trinh cuc ky phd bién.
Nhung ban phai tra gia cho sy tién lgi ctia viéc giri tin nhin: spam, spam va nhiéu spam hon, trir
phi ban 1a nguoi siéng ning.

Vén dé: dia chi IP bj 19

Mbi de doa bao mat nghiém trong nhét khi str dung cac chwong trinh giri tin nhin 1a: ICQ cho
phép nhimng ngudi trao doi tin nhin voi ban biét dugc dia chi IP cua ban. Nhiéu chwong trinh giri
tin nhin hoat dong bang cach két ndi truc tiép hai may tinh v6i nhau, va két qua 1a may tinh nay
c6 thé xac dinh duoc dia chi IP cua may tinh kia va nguoc lai, nhung ICQ str dung cac két ndi truc
tiép gan nhu 1a trong moi thir. Mic du mdt hacker c6 it kinh nghiém c6 thé gap kho khan trong
viéc tim ra dia chi IP ctia ban, nhung c6 rit nhiéu cong cu mién phi gitip cho hacker dé dang lam
duogc diéu do. Nhirng c6ng cu nhu vy giam sat cac két n01 mang cua Windows va thu thap duoc
mot danh sach tat ca cac dia chi IP ma may tinh dé két ndi toi. (Tham chi cac Iénh DOS nhu 1a
netstat ciing c6 thé hién thi dia chi cdc may tinh khac khi két ndi).

Mot khi ma cac hacker nguy hiém d3 biét duoc dia chi IP ciia ban, chung c6 thé trién khai nhiing
cudc tan cong nham vao mdy tinh cta ban dé pha huy hé théng hodc lam cham dich vu Internet
cua ban, khién cho ban nhu dang "bo" trén mang. Bang cach sir dung cac chuong trinh mién phi
va rat dé 14y, cac hacker con c6 thé 1am tran ngdp mdy tinh ctia ban voi hang dong dit liéu toi muc
két ndi Internet ctia ban s& khong thé giri dir liéu di ra dugc; thuong thi cic chuong trinh nay loi
dung mét 16 hong vén o trong Windows va lam ngung hoat dong ctia hé diéu hanh.

Giai phap: bao vé dia chi IP cia ban

Trong ICQ 2000 - nhap chudt vao nat ICQ va chon Security and Privacy. Chon thanh General va
hay dam bao rang hop kiém tra Web Aware khong dugc danh dau. Hay chon thanh Direct
Connection va chon nut c6 ghi "Allow direct connection with any user upon your authorization"
(cho phép két ndi truc tiép voi bat cr nguoi st dung nao néu duoc ban x4c nhan", ICQ s¢ liét ké
mot danh sach cac thanh phan ctia chuong trinh ma c¢6 thé cho phép nhitng ngudi khac nhin thay
dia chi IP cua ban.

Trong AOL Instant Messenger - Trong ctra s6 AIM Preferences, hiy chon thanh Privacy. Bo dau
chon trong hop ghi "Allow users to see how long I've been idle" va chon nut "Nothing about me"
trong muc "Allow users who know my email address to find..."

Trong MSN Messenger - Trong hop thoai Options dudi thanh Preferences, khong danh déu 3 lya
chon dudi muc General.

Van dé: cac log file (file ghi chép cac hoat ddng ciia may tinh) c6 thé bj 19

T4t ca cac chuong trinh giri tin nhin cho phép ghi lai cic cudc nodi chuyén cia ban véi ngudi khac
theo mdc dinh. Nhung néu nhu ¢ hacker xam nhép vao may tinh cua ban, chic han ban s& khong
mudn luu giit nhimg ghi chép vé cac cude ndi chuyén ctia minh, va ban c6 thé mudn xo4 cac log
file.

Giai phap: xo4a cac log file

Trong ICQ 2000 - Khi ban cai ICQ, mdt chuong trinh c6 tén 1a dbconvert.exe cling s€ dugc dua
vao cung thu muc véi ICQ (theo méc dinh 14 C:\Program files\ICQ). Dé xo04 cac log file hién co,
hay déng chuong trinh ICQ va chay dbconvert.exe. Hay nhap tai khoan ICQ cta ban, chon "No

history (contact list only)" va nhap nut Next. Sau khi churong trinh nay xoé co s dir liéu cua cac
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log file, nhap nut Next mot 1an nita, roi nhdp Done dé dong chuong trinh. Ban ciing c6 thé khong
cho ICQ ghi lai cac cudc nodi chuyén véi nhitng nguoi nhat dinh trong danh sach lién lac cia ban:
nhép chuot phai vao tén cia mot nguoi trong danh sach lién lac, chon Alert/Accept Modes, m&
thanh Accept, va danh dau vao hop "Do not log event history”. Néu ban muén khong cho phép ghi
lai bat cr cudc noi chuyén nao, hay nhép chudt vao nut ICQ va chon Preferences, chon muc
Events tir 6 bén trai, va danh ddu vao hop "Do not log event history" rdi nhip Apply.

Trong AOL Instant Messenger - Tat ca cac file ghi chép ciia AIM niam trong folder
C:\Windows\AIM95\username-cua-ban. Chuong trinh nay khong ghi lai cac cudc néi chuyén (trir
phi ban chon File > Save), nhung van luu giltt mot file chira danh sach cac ban than cua ban va
nhiing 1an gui file ma ban da thuc hién qua AIM. Hiy xo4 cac file trong folder do.

Trong MSN Messenger - MSN Messenger kl}éng tu dong ghi lai cac cudc tro chuyén, n}éc du l?an
c6 thé ghi lai cac dong riéng l¢ bang cach nhap chudt vao File > Save. Sau d6 ban c6 thé xoa bat
ky cudc hdi thoai nao ma ban da ghi lai bang cach kéo biéu tugng cua file dé vao Thung rac.

Vin dé: instant spam

D6i khi, cac chuong trinh giri tin nhén tao ra mot dong spam dudi dang mot chudi cac thong diép
¢6 ndi dung 1a "forward me to everyone you know" hoic 1a céac lién két t6i cac Website khiéu
dam. Cac instant spam nhu vy thuong khién cho nguoi sir dung khé chiu hon 14 e-mail spam, boi
vi rat nhiéu chuong trinh theo mic dinh canh bao cho ban bang mot biéu twong nhap nhay hoic
mot 4m thanh khi ban nhan duoc bat ky mot thong di€p nao, ké ca nhitng thong di¢p dang ghét.

Giai phap: chan spam

Trong ICQ 2000 - Nhip chudt vao niit ICQ va chon Security And Privacy. Trong hop thoai hién
ra, hay chon thanh Ignore va danh diu vao tt ca cac hop lua chon. Chon "Users not on my contact
list" tir menu tha xuéng. Tiép theo, chon thanh General, roi chon nut "My authorization is required
before users add me to their contact list" va nhap chudt vao nut Save.

Trong AOL Instant Messenger - Dé AOL Instant Messenger chén cac thong diép dén tir nhitng
nguoi khong co trong danh sach cac ban than cia ban, nhap chudt vao My AIM > Edit Options>
Edit Preferences. Hay chon thanh Privacy, sau d6 chon "Allow only users on my Buddy list".

Trong MSN Messenger - Nhip chudt vao menu Tools va chon Options. Chon thanh Privacy, roi
dua thém céc username ma ban mudn nhan duoc cac thong diép tir d6 hoac chdn nhitng ngudi
nhat dinh bang cach chuyén cac username cta ho giira hai trudng str dung cac nat miii tén (nim
gitra hQp thoai).

Giir an toan cho cac giao dich tai chinh
Cho du ban dang mua hang tai cac cudc ban dau gia truc tuyen hay dang kiém tra s6 du tai khoan
ngan hang, ban van c6 thé gitt kin dugc nhitng dit 1i€u tai chinh cia minh.

Ngwoi mua hang trén mang cn thin trong

N6i chung, viéc mua ban trén mang it gip rui ro. D6 13 vi hau hét cac site ban hang déu st dung
mot phuong phap ma hoa sé thé tin dung cta ban va nhiing thong tin khac trong khi dir liéu nay
dugc truyén tir may tinh cta ban t6i may chii Web. Phuong phéap d6 duoc goi 1a SSL (Secure
Sockets Layer) va 1a mot phuong phap an toan tuyét doi.

C6 1€ viéc mua hang bang thé tin dung 1a an toan nhét. Khi ban st dung thé tin dung, ban ¢
quyén tir ch01 tra tién néu san pham hoic dich vu khong dang nhu mo ta hodc hang khong duoc
giao. Con néu nhu ban tra bang ngan phiéu hodc 1énh chuyén tién, vao lac ban phat hién ra cé van
dé thi co thé tién ctia ban da mat roi.
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Tuy nhién, viéc mua ban trén mang cling khong phai 1a tuyét d6i an toan. Bon to1 pham doi khi
van danh cap dugc nhitng thong tin vé thé tin dung, dia chi va nhiing s6 an sinh x4 hoi khong
dugc bao vé€. Nhung khi ban da biét duge diéu nay thi ban c6 thé dé phong.

Ma ho4 trinh duyét

Thong tin trong thé tin dung cua ban rat dé bi 16 khi duoc truyén qua mang tr may tinh téi mot
ctra hang truc tuyén. Cac hacker c6 thé chin cac s6 thé tin dung trén dudng truyén bang cach chay
cac phan mém goi 14 sniffer trén cac bo dinh tuyén (bd dinh tuyén hoat dong gidng nhu 1a cac dén
giao thong trén Internet). Céc sniffer c6 thé nhin thiy tat ca cac byte bén trong mot goi tin va tim
cac tur khoa trong do.

May thay, hau hét cac trinh duyét hién nay déu hd trg cac Website ma hoé dir liéu trong khi
truyén. Trudc khi ban mua hang, hiy tim céc site tuyén bd ho sir dung phuong phap ma hoa SSL.
Khi ban vao vung dugc bao mét ciia mot Website, ban s& thiy mot biéu tuong hinh moéc khoa nho
& ddy cra s6 trinh duyét; hay luon kiém tra biéu twong ndy c6 hay khong mdi khi ban mua hang
trén mang. Va néu ltc thanh toan tién cira hang truc tuyén dé nghi ban cho luu giir théng tin trong
thé tin dung ctia ban 1én méy chu, thi ban hiy tir chdi. Dai khi cac hacker xdm nhap vao cac may
tinh luu trir va danh cip cac théng tin quan trong cuia khach hang.

Sir dung phwong phap méi hoa manh nhét

Céc phién ban cua trinh duyét Netscape tir Navigator 4.61 tr¢ 1én déu hd tro phuwong phap ma hoa
SSL 128 bit. (phuong phap ma hoa manh nhat hién nay). Hiy xem ban dang sir dung phién ban
nao cua Netscape bang cach nhdp chudt vao menu Help va chon About.

Néu ban sir dung bét ctr phién ban nao ciia Internet Explorer cii hon phién ban 5.5, ban nén tai vé
chuong trinh Internet Explorer High Encryption Pack (chuong trinh ma hoa SSL 128 bit ctia
Microsoft c6 tai day ). Internet Explorer phién ban 5.5 va céc phién ban sau d6 khong doi hoi phai
tai vé chuong trinh trén. Tét ca cac trinh duyét IE méi hién nay déu da hd tro phuwong phap ma hoa
128 bit. Ban c6 thé xem minh dang sir dung phién ban nao bang cach nhap chudt vao menu Help
trong IE va chon About. Hay dé y dén danh tiéng cta cira hang ma ban dinh mua.

Néu ban dang cin nhac c6 nén mua hang tir mot cira hang truc tuyén nao dé hay khong, trude tién
ban nén tim site BBBOnline (http://www.bbbonline.com/) ciia co quan Better Business Bureau dé
xem nhiing nguoi tiéu dung khac c6 khiéu nai gi cira hang d6 khong. Pong thoi, ban nén doc
chinh sach ban hang va chinh sach vé bi mat riéng tu dé biét chic rang site nay co ghi dia chi
duong phd va sb dién thoai cta tru s¢ chinh hay khong. (Néu chi ¢ dia chi e-mail thi khong du;
mot dia chi dudng phd thuc c6 thé bao dam rang ban khong 1am an v6i mot cong ty ma). Céc site
dugc céc to chirc bao vé ngudi tiéu dung danh gia cao thudng cung cap duong link t6i site cua to
chirc 6 dé nguoi tiéu ding kiém tra cac thong tin danh gia.

St dung thé tin dung (khong dung thé ghi ng) dé mua hang

Hau hét cac ngan hang hién nay déu cung cap thé ghi ng ATM cho nhitng nguoi ¢ mo tai khoan
tai ngan hang. Vi cac the nay co6 chirc nang gidng nhu la the tin dung nén ban c6 thé sir dung
chung dé thuc hién hau hét cac cudc mua ban truc tuyén. Tuy nhién, néu ai d6 danh cép dugc sb
thé ghi ng cua ban, hén s& khong chi lam cho s6 no clia ban tang 1én nhanh chong ma con c6 thé
rit hét tién trong tai khoan tiét kiém cta ban. Tuy cac ngan hang cung cap mot ché d6 hoan tra lai
tién khi bi gian lan (v61 mot khoan khau trir 1a 50 USD) 601 Vi tht ca nhimg nguoi dung the,
nhung c6 thé phai mat mot vai thang méi nhan lai duoc tién, vi thé t6t hon hét 1a ban nén tranh rui
10 nay.

Thé tin dung chi dung mét lin

Gan ddy, cac cong ty trong nganh tin dung (gém ca American Express va Discover) da nghi ra
mot cach dé ngan ngura nhiing gian 1an vé the tin dung: tao ra s6 thé tin dung chi dung mét lan. Bé
nhan dugc mot sé the tin dung chi ding mot 1an, ban chi can dang ky voi cong ty thé tin dung ciia
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minh. Sau d6, bt cir lic nao ban mudn mua hang trén Internet, ban tdi site cua cong ty the tin
dung va dién gia tri cta hang mua vao mot biéu mAu trén Web. Cong ty thé tin dung cua ban s&
cung cip cho ban mot s6 thé tin dung chi dung mét 1an va ban c6 thé sir dung sb nay dé mua moén
hang do.

Tinh an toan cua ngan hang

Néu ban dang can nhac xem c6 nén str dung dich vu ngan hang truc tuyén hay khong, ban s& phai
d6i mat v6i nhiéu van dé tuong tu nhu khi mua hang tryc tuyén. Dé giir an toan cho cac thong tin
tai khoan cta ban khi ban gui thong tin ndy tir may tinh toi ngén hang, can phai biét chic ring
Website cia ngan hang d6 str dung phuong phap ma hoa SSL 128 bit cho tat ca cac giao dich. Hiy
tim biéu tuong cai moc khoa, sau do, trudce khi ban bt dau sir dung tai khoan truc tuyén, hay dam
bao rang phién ban trinh duyét ban dang str dung ¢ hd tro SSL.

Ban ciing s& mudn chic chin rang ngan hang ctia ban khong ban tén, dia chi, s6 dién thoai, hodc
nhirng thong tin ¢4 nhan nhay cam khac ctia cac khach hang cho céc hang kinh doanh. Hay doc
can than chinh sach vé bi mat riéng tu ctia ngan hang dé biét ngan hang nay chia sé thong tin véi
ai, va khi ban dang ky tai khoan, hiy d& nghi ho khong dua ban vao bat ctr chuong trinh chia sé
thong tin ndo. Thuong thi viéc nay sé dugc thuc hién thong qua mot chon lya trong biéu mau
Web.

Duy Anh-VASC Theo CNet News

Muw&i bién phap bao vé
khi dung Email va Internst |

E-mail va Internet hién nay dugc dung nhu mot phwong tién chinh trong viéc lan truyén vi-rut.
Muoi bién phap dudi day s€ gitp cac ban bao v¢ dugc may tinh cua minh:

1. Khong mé bat ky file dinh kém dugc gdi tir mot dia chi e-mail ma ban khong biét rd hodc
khong tin tudng.

2. Khong mé bat ky e-mail nao ma ban cam thay nghi ngo, tham chi ca khi e-mail nay dugc goi tur
ban be hodc khach hang cua ban. Hau hét vi-rat dugc lan truyén qua duong e-mail. Do vay, néu
ban khong chic chin vé mot e-mail nao thi hiy tim cach xac nhén lai tir phia nguoi goi.

3. Khong mé céc file dinh kém cac e-mail ¢6 tiéu dé hap dan hodc thu hat. Vi du nhu: “Look, my
beautiful girl friend”, "Congratulations”, "SOS”... Néu ban mudn mé céc file dinh kém nay, hiy
luu chiing vao dia mém hay mot thu muc trén dia cimg va ding chuong trinh diét vi-rit dugc cap
nhat méi nhat dé kiém tra.

4. Khong mo céc file dinh kém theo cac e-mail c6 tén file lién quan dén sex hay cac ngdi sao nhur
“PORNO.EXE”, “PAMELA NUDE.VBS”, “Britney Spears.scr”... Day la cac thi doan dung dé
danh Iira nguwdi dung cia nhirng ké viét vi-rut.

5. X6a céac e-mail khong rd hodc khong mong mubn. Dung forward e-mail nay cho bét ky ai hodc
reply lai cho nguoi goi. Nhitng e-mail ndy thuong la cac spam e-mail. Muc dich ctia cac spam e-

mail chi dé 1am nghén duong truyén Internet.

6. Khong copy vao dia cing bat ky file nio ma ban khong biét rd hodc khong tin tudng vé ngudn
g0c xuat phat cua no.

7. Hay can than khi tai cac file tir Internet vé dia ciimg ctia may tinh. Dung mot chuong trinh diét
vi-rut dugc cap nhat thuong xuyén dé kiém tra cac file nay. Néu ban nghi ngd vé mot file chuong
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trinh hodc mot e-mail thi dimg bao gio md né ra hodc tai vé may tinh ctia minh. Cach tét nhét
trong truong hop nay la xo6a chung hodc khong tai vé may tinh cta ban.

8. Dung mot chuong trinh diét vi-rut tin cay va dugc cap nhat thuong xuyén nhu Norton
Antivirus, McAffee, Trend Micro... Dung cac chuong trinh diét vi-rut c6 thé chay thuong tra
trong bo nhd dé ching co6 thé giam sat thuong xuyén cac hoat dong trén may tinh cia ban.

9. Néu may tinh ban c6 cai chuong trinh diét vi-rat, hiy cap nhat chiing thudong xuyén. Trung binh
moi thang c6 td1 500 vi-rat méi duge phat hién. Viéc cdp nhat thuong xuyén nay s€ giip cho may
tinh cta ban tré nén mién nhiém trudc cac loai vi-rat maoi.

10. Thyc hién viéc sao luu cac dir liéu quan trong thuong xuyén. Néu ching may vi-rit xoa tit ca
cac dir liéu trén may tinh cua ban thi van con c6 kha nang phuc hoi cac dir liéu quan trong nay.
Céc ban sao luu nay nén dugc cat giit tai mot vi tri riéng biét hodc cit giir trén may tinh khac.

Theo Bao Nguoi Lao Dong !
N.H. QUOC (www.vnsecurity.net)

Muwerl cach thire bao vé ban khi lvdt Web !

Internet 1a mot noi day thi vi nhung ciing day hiém hoa. Chung t6i xin gidi thidu véi cac ban 10
cach thirc bao vé ban khi ludt Web, giup ban bao v¢ dugc nhitng thong tin bi mat va tranh dugc sy
nhom ngo cua hacker.

1. Cai dit phin mém twong lira gia dinh va phan mém chéng virus

Hacker c6 thé lung suc trong Internet dé kiém tim cac may tinh c6 15 hong nham danh cip sb thé
tin dung, cac thong tin c4 nhan va thuc hién cac muu d6 xau xa khac. Phan mém tudng ltra gia
dinh nhu BlackICE Defender hodc Zone Alarm c6 thé gitp ban tranh dugc sy nhom ngo cua
hacker. Ban ciing nén cai dat mot phan mém chéng virus cho may tinh.

2. Can than khi giri thong tin

Pung gui cac thong tin nhay cdm nhu dia chi nha riéng, sb dién thoai, tén va tudi cia bon tré cho
nhiing nguoi la mét qua Internet. Hay can than v6i nhimg gi ma ban dwa 1én Website clia minh.
Néu ban mubn dwa mot birc anh minh hodc cua gia dinh 1én mang, ban hay chon mot site dich vu
luu ky ma cho phép thlet 1ap mét khau truy cap. Ban nén nhé rang tat ca nhitng gi ban thao luan
tai cac dién dan truc tuyen déu duoc ghi lai, va c6 thé dé dang tim thay.

3. Khéng tai xuéng may tinh bat ci thir gi trir phi ban tin twéng vio nguoi giri va ngudn goc
file guri kem

Nhirng e-mail tréng c6 ve khong maiy nguy hai lai thuong chira cac phan mém gian diép. Dé dugc
an toan, khong nén tai xuéng may tinh bét cir thir gi trir phi ban biét nguoi g, va tin tudng riang
file gtri kéem s€ khong gay nguy hai cho may tinh cta ban.

4. Str dung mot e-mail phu

Khi ban dién cac thong tin vao mot ban ké khai trén mang, guri thong diép toi cac nhom thao luan
truc tuyén, hodc cho nguoi la dia chi e-mail cua ban, thi ban hdy cho dia chi e-mail phy ma ban da
dang ky tir cac dich vu mién phi nhu Hotmail hay Yahoo mail. Néu dia chi e-mail nay bj "bom
thu", ban c6 thé bo di va st dung mdt dia chi e-mail khac. Ban chi nén trao d6i dia chi e-mail
chinh v6i nhitng ngudi ma ban thyce sy tin tudng.

5. Khong dé cho trinh duyét tré thanh mdt ké ba hoa

Tén va dia chi e-mail ctia ban c¢6 thé dugc nhung trong trinh duyét. Mot sé Website co thé 14y cac
thong tin nay tur trinh duyé€t cua ban va tao mét dir li¢u vé ban. D€ ngan khong cho nhiing thong
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tin ctia ban bi ro ri, ban c6 thé vao thuc don preferences cua trinh duyét (Netscape) va xéa nhiing
thong tin nady, hoac thay thé bang mot cai tén va dia chi e-mail gia.

6. Chinh sach bi mat ca nhan

Ban hay kiém tra chinh sach vé& bi mat ca nhan cua Website ma ban ghé tham. Cac Website
thudng giit quyén chia sé dit liéu vé ban voi mot bén thir ba nao d6. Ban hiy doc phan Privacy
Statement trén cac Website.

7. Khong chip nhén cic cookie khong cén thiét

Ban c6 thé mudn chép nhan cac cookie nam trong mdy tinh vi cdc cookie thuong giup cho ban
mua hang truc tuyen dé dang hon do chung nam gitr thong tin vé ban. Nhung ban c6 thé tong khtr
cac cookie khong can thiét bang cach thiét 1ap lai thuc don preferences ctia trinh duyét (Netscape)
hodc su dung phan mém tién ich nhu Cookie Crusher.

8. Ma hoa cac dir liéu nhay cam

Trude khi giri s6 thé tin dung hodc cac thong tin tai chinh khac qua Internet, ban hiy dam bao
rang cac thong tin d6 di duoc ma hoa dé ngin chin sy nhom ngd cua hacker. Cac Website da
dugc bdo mat thuong cho ban biét giao dich da dugc ma hoa, va trinh duyét cia ban thuong hién
thi biéu tuong cai khoa dé xé4c nhan réng giao dich da dugc dam bao an toan.

9. Str dung mot 4n danh

Baéi vi cac Website thuong luu lai dir liéu v& ban sau khi ban ghé tham, vi thé ban c6 thé che giéu
tén cua minh béng cach st dung mét 4n danh, chéng han nhu st dung site 4n danh
http://www.anonymizer.com./ Site nay s& ma hoa cac dia chi Website ma ban ghé tham, vi thé
Nha cung cap dich vu Internet ctia ban s& khong thé biét ban da truy cap vao site nao.

10. Xo6a cache sau khi luét Web

May tinh ctia ban c6 mdt phan goi 1a memory cache, chuyén luu gitr dia chi cic Website ma ban
da ghé tham. Mot ngudi nao khac khi sir dung may tinh ctia ban c6 thé phét hién ra cac Website
ma ban da truy cdp. Ban c6 thé x6a diu vét bang cach xoa cache. Hay tim dén thyc don
Preferences ciia trinh duyét Netscape hodc thuc don Tool/Internet Option ctia trinh duyét IE dé
x04 cache.

Va ban hay ludn nhé rang: dir liéu ma hoa van co thé bi bé khoa. Khong dé dang phat hién mot
phan mém gian diép trong may tinh cia ban.

Diéu cudi cung: néu ban c6 nhing dit lidu cuc ky quan trong, thi dimg nén luu trong mot may tinh
c6 ket noi Internet.

Dang Khoa-VASC Theo Time !

V6 higu h@a nhing
doan m& nguy hiém trong Email |

Nhitng doan méd nguy hiém, nguy trang duoi hinh thire cac siéu lién két (hyperlink), 1a mdm méng
chira virus may tinh dé né c6 thé xuét hién, tham nhap va phat tan vao PC cua ban, giy ra hau qua
tai hai.

Nhitng doan mi nay thudng c6 cach thirc chung 1a duoc giri dén cho nan nhan thong qua cac e-

mail tréng chimg vo hai. Mot thi thuat nhé c6 thé gitp ban chi dong dé phong va 1am v hiéu
hoa ching:
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Trong ctra s6 trinh duyét Outlook Express, chon Tools trén thanh cong cu, sau d6 chon Internet
Options. Nhip con tré chudt vao muc Security khi cira sé Options hién thi ra véi nhiéu muc nho.
Trong phan Security, chon Restricted Sites véi biéu tugng gidng nhu mot tim bién bao cam giao
thong (More Secure) sau d6 nhan Enter.

Tiép theo, trong Control Panel ciing chon Internet Options (véi biéu tuong chiéc chia khoa bén
canh qua ciu mau xanh) bang cach nhap dtp chudt, va ciing chon Security. Cac biéu twong ciing
1an luot trinh bay nhu trong muc Security & phan trén. Tiép dén, chon Restricted Sites voi biéu
tuong chiéc bang cAm mau do va bam tré chudt vao d6. Bam vao 6 Custom Level ¢ du6i. Khi cira
sO Security Settings xuét hién, chon Disable trong muc Active Scripting.

Hoan thanh tit ca nhitng thao tic nay, xem nhu ban da v6 hiéu hoa chtic nang Java Script chay tur
dong va cling c6 nghia la loai trir dugc cac nguy co xam nhap pha hoai cia nhitng doan ma nguy
hiém (néu c6) khi ban md, kiém tra va doc e-mail.

Luu ¥: Dé hoan tat tha tuc nay va luu gitr nd, bAm tré chudt vao nat OK. Luc nay, man hinh s&
xuat hién hdp thoai hoi ban c6 nhat dinh muon thay doi Security Settings hay khong, ban chon
Yes.

(Theo Sai Gon Giai Phong)

1 (J',.ll eje) eeyeyielnsy eyl
cnde nding P3P rang 1= 1

Muc dich sinh ra cookie nham giiip nguoi st dung truy cap thong tin duoc thuén tién, nguoi quan
tri Web site c6 thém thong tin de t6i uru hé thong. Nhung cac thong tin trong cookie nay s gay
phién toai cho nguoi str dung néu nhu bi lot vao tay cac cong ty nghién ctru, thim do thi trudng
hay céc cong ty quang céo... van d& nay lién quan dén viéc bao mat thong tin ca nhan trén Internet.

T4 chitc W3C (T chirc xay dung cac chuan Internet) hién dang trong giai doan hoan thién bo
chuén P3P (Platform for Privacy Preferences, truy cap vao Web site cia W3C - www.w3.org/P3P/
dé co thong tin chi tiét hon), bd chuin nay cho phép thuc hién tu dong thod udc bao mat thong tin
c4 nhan giita ngudi sir dung va cong ty quan 1y web site. Tuy bd chuan P3P chua hoan tit nhung
hang Microsoft da nghién ctru va ap dung ngay bd chuan nay trong phién ban trinh duyét IE6.

Che d6 bao mat mic dinh cua trinh IE6 sé& loai bo tit ca cac cookie dugc nhung trong trang Web
néu nhu Web site quan 1y khong cé thong tin chinh sach bao mat theo chuan P3P, ngoai ra néu co
mot cookie ndao d6 dang tim céch thu thdp céc thong tin c4 nhan nhu ho tén nguoi sir dung, dia chi
E-mail... thi trinh duyét s& canh bao cho ngudi sir dung biét.

Néu nhu van chua hai 1ong véi nhimg gi ma IE 6 da cau hinh sin, chung ta c¢6 thé tu minh xac
dinh cip do thong tin c4 nhan cho phép Web server ghi vao cookie. Thu tuc tién hanh : Chon
menu Tool.Internet Option.Privacy, rdi chon cap d6 cung cip théng tin phit hop. Sau d6 nhin
phim OK.

Hay con qua som dé két luan rang P3P du htru hiéu dé quan ly thong tin ca nhan cua nguoi st
dung va cling chua chéc chuan nay s& duoc tit ca cac nha san xuat trinh duyét hd tro trong san
pham ctia minh. Vi du nhu trinh duyét Netscape Navigator da c6 san tinh ning loai bo hoan toan
tat ca cac cookie khéac, ngoai trir cookie do chinh Web site quan 1y trang web. Vi phién ban
Netscape Navigator 4.7, chon menu Edit.Preferences.Advance 161 danh dau chon tai muc Accept
only cookies that ghet send back to the originating server. Véi phién ban Navigator 6.0 va bg trinh
duyét c6 ma ngudn mé Mozilla, chon menu Edit.Preferences, trong muc Privacy and Security
danh dau chon tai muc Enable cookie for the originating web site only, réi nhan phim OK.
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Theo PC World VN !

A"

Néu dung Internet Explorer 5.5 hodc 6.0, ban nén "lap" k& ho cho phép ngudi ngoai dn cip cookie
tir trinh duyét ctia ban. Cookie 1a mot doan dit liéu ma website "dan" vao dia cimg dé nhan biét
khi nao ban vao site d6 1an sau. Han ché cua Internet Explorer 1a dé cho ké tin cong bat chinh in
cip cookie trén may tinh ctia ban.

Hau hét cac cookie khong mang thong tin quan trong, nhung cling ¢6 nhiing site mua ban c6 thé
ghi nhan dir liéu "mat" (nhu ma sb thé tin dung" vao cookie ciia ching. Bang cach lura ban nhén

vao mot lién kbt dic biét trén website hodc vao thong diép e-mail HTML cua ké tan cong, chung
c6 thé truy cap cookie ctia ban.

Microsoft da cho biét giai phap xu Iy van dé nay. Ban co thé tai tién ich hodc thuc hién vai thao
tac dé bao vé PC khong bi mét cip Cookie bang cach vo hi¢u héa Active Scripting - mot loai ma
website dwa vao d6 dé thuc hién nhiéu tinh chirc ning khac nhau. Luu y: URL c¢6 phan mé rong
.asp ding Active Scripting; tén ngan gon tugng trung cho "Active Server Pages". Néu dung tién
ich ctia Microsoft, Active Scripting sé tiép tuc cong viéc cho ban.

Vao www.micrsoft.com/windows/ie/downloads/critical/q313675/default.asp dé tai tién ich nay
hodc vao www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulettin/MS01 -

055/asp.

Theo PC World VN !
Chia s¢ file qua mang [ntermet
mot cach am toam !

File sharing 1a mét chie nédng cho phép nhirg nguoi dung Windows chia s¢ file qua mang. File
sharing dugc ho trg bdi giao thure riéng ciia Microsoft, goi 1a NetBIOS.

Mac du chire néng chia sé nay to ra rat tién loi cho nguoi str dung, nhung no ciing gy ra nhiéu
nguy hiém vé mit bao mat thong tin. Kha nhidu cudc tdn cong hodc truy nhap trai phép qua mang
duoc thuc hién nham vao giao thuc NetBIOS.

C6 nhimg truong hop nguoi s dung tham chi chia sé toan b dia cimg chira nhiéu thong tin quan
trong ma khong hé dat mat khau, hodc dit mat khau rat don gian khién ké tin cong c6 thé truy
nhap dit liéu mot cach dé dang.

Nguy hiém tiém tang nita 1a mac du NetBIOS v6n chi dugc thiét ké dé hoat dong trong mang cuc
bd (LAN) nhung lai c6 thé hoat dong trén nén TCP/IP vén 14 giao thirc cho phép truy nhap trén
dién rong. Piéu nay dan toi nguy co 16n cho nhing ca nhan truy nhép Internet: ho c6 the vo tinh
phoi minh ra trude cac cude tin cong nham vao dich vu NetBIOS. Trong truong hop xau nhat bat
ky nguoi nao trén Internet cling co thé doc, tham chi ghi dit li¢u 1€n hé thong cta ho. Nhiéu loai
virus cling hoat dong va thuc hién viéc lay lan thong qua cach thuc nay.

Céc tuong lira (firewall) thuong duoc thiét ké dé tw dong chan cac truy nhép trai phép qua Internet
vao cac dir liéu duge chia sé qua NetBIOS. Tuy nhién néu khong c6 1y do gi dic biét ta nén loai
bo giao thirc NetBIOS trén TCP/IP. Loi khuyén trén dac bi¢t hiru ich vo1 nhitng nguoi dung don
1¢ truy nhap Internet ma khong c6 nhu cau chia sé file: hau hét nhimg may tinh ¢ nhan, may tinh
tai gia dinh str dung dé két ndi Internet déu c6 thé ap dung meo nay dé nang cao hon nira kha ning
chdng dot nhap.
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Sau ddy ching t6i xin gidi thiéu cac budc nham tit chirc ning NetBIOS trén cac phién ban khac
nhau cua Windows.

Windows XP

Thuc hién 1an lugt cac budce sau:

* Chon nut "Start"

* Chon menu "Connect To"

(hoac chon menu "Settings", sau d6 chon "Network connections" néu dang & ché d6 Classic
mode)

* Kich chudt phai trén Network connection dung dé két ndi toi Internet (1a két néi modem néu ndi
Internet qua modem)

* Kich chudt phai trén menu "Properties"

* Chon trang "Networking"

* Chon "Internet Protocol

(TCP/IP)"

* Chon nut "Properties".

* Chon nut "Advanced"

* Chon trang "WINS"

* Chon "Disable NetBIOS over TCP/IP"

* Chon OK rdi doéng cac ctra s6 con lai dé thoat ra

Windows 2000

Thuc hién lan lugt cac budce sau:

* Mo "Control Panel"

* Chon "Network and Dial-up

Connections"

* Kich chudt phai trén "Local Area Connection"
* Chon "Properties"

* Chon "Internet Protocol

(TCP/IP)"

* Chon nut "Properties"

* Chon nut "Advanced"

* Chon trang "WINS"

* Chon "Disable NetBIOS over TCP/IP"

* Chon OK 1di dong céc ctra sd con lai dé thoat ra

Windows 95, 98, ME

Thuc hién lan luot cac bude sau:

* M¢ "Control Panel"

* Chon "Network"

* Duyét qua danh sach cac thanh phan trong trang Configuration dé chon ciu hinh TCP/IP tuong
g véi két ndi mang hoic Dialup adapter ndi Internet.

* Chon nut "Properties”

* Chon trang "NetBIOS"

* B6 chon lua "Enable NetBIOS over TCP/IP"

* Chon trang "Bindings"

* Bo chon luya "Client for

Microsoft Networks" va "File and printer sharing for Microsoft Networks"

* Chon OK rdi dong céc cira s6 con lai dé thoat ra. Sau d6 khoi dong lai may tinh.

Nguyén Anh Quynh (I-today.com.vn)
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WIQE irnzly tlinn 2 Trlnin duySk 1

Internet Explorer hay Netscape Navigator? Cai nao hon? Thé sao khong dung ca hai? Sau
day ban s€ biét cach lam cho ching di cung véi nhau .

Ban c¢6 bao nhiéu trinh duyét trén may? Neu diung Windows (c6 1& 13 vdy), ban han c6 it nhat
mot trinh duyét la Internet Explorer. Nhung rat co thé ban con c6 vai phién ban cua Netscape
Navigator hodc America Online 4n dau d6 trén 6 dia cimg. Cang tot! van hay hon néu c6 nhiéu
cach di vao Web.

M3i trinh duyét c6 wu diém riéng trong mot s tac vu nao do trén Web. Chang han, Internet
Explorer khong phai bao gio cling hién thi tién trinh tai xudng céc tap tin (Navigator thi co),
nhung lai ¢6 thé in mot trang Web véi day di cac frame dugc hién thi (Navigator thi khong).

Ban c6 thé thich giao dién cua trinh duyét nay nhung lai ung y hon véi chuong trinh e-mail ctia
trinh duyét kia. Mot sd site tuyén bd ho di t6i wu hoa cho trinh duyét nay hay trinh duyét kia, thé
1a ban ban khoan khong biét liéu minh c6 bo 15 mot vai tinh ning tuyét hao nao d6 boi dung
khong dung trinh duyét (xem "Cac site c6 duoc t6i wu hoa cho trinh duyét cia ban?").

Va néu ban 1 ngudi tao trang Web thi xem trudc trang Web d6 trong ca hai trinh duyét s& hay
hon nhiéu, vi moi trinh duyét déu c6 nhiing "tat" riéng ma ban phai biét dé chira.

Nhung céc trinh duyét ciing c6 phan gidng 1ii tré, tdi ngay cii nhau. Cai ndo ciing mudn ban chi
chu y t61 nd thoi va chang muodn chia sé gi hét (bookmark hay danh muc dia chi chang han).

Nhung ban c¢6 thé huan luyén cho ching choi véi nhau, tham chi con gitip nhau nita. Chiing t6i
s& cho ban 101 khuyén vé cac phién ban 3.x va 4.x cia Internet Explorer va Netscape Navigator,
lam céach nao cho ca hai lam viéc tot hon, du sat canh bén nhau hay riéng r€ tirng cai mot.

Ban ciing s& c6 mot danh muc cac phim tit thudng dung cia ca hai trinh duyét, hodc nhimg cu
nhan chudt phai rat tién loi, va chung t6i mach nudc ban phai lam gi néu chang may duong két noi
bi tac nghén.

Cac trinh duyét kinh dich nhau

Lay Internet Explorer 1am mac dinh. Bat ¢t khi ndo cai dat mot trinh duyét Web, n6 déu yéu
cau ban cho n6 1am mac dinh va nhac di nhac lai cho t4i khi ban quyét dinh mai théi. Thé 16 sau
khi dung trinh duyét nao d6 mot thoi gian, ban lai mudn chuyén mac dinh sang trinh khac thi sao?

Ban c6 thé d6i y nhu vay, nhung 1am viéc nay véi Internet Explorer d& hon bt cir phién ban nao
ctia Navigator. Trong IE 3.x va 4.x, chon View.Internet Options, nhan vao muc Programs, danh
diu vao 6 dudi cing "Internet Explorer should check to see whether it is the default browser
(Internet Explorer can kiém tra xem no c6 phai 1a trinh duyét mic dinh khong)",

Sau d6 nhan OK. Pong rdi lai mo Internet Explorer, trinh duyét Microsoft s& lai yéu cau ban cho
n6 lam trinh duyét méc dinh.

Cho Navigator cam lai. D6i mic dinh trong Navigator 3.x va 4.x thi rac r6i hon d6i chut. Theo
cac budc nhu da noéi ¢ trén, nhung x6a hdp kiém tra "Internet Explorer should check to see
whether it is the default browser".

Néu ban gap may, khi khoi dong lai Navigator ban sé duogc yéu cau chon trinh duyét mac dinh,
nhung tot nhat ding mong vao chuyén do.
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Néu Navigator y ra, ban s& phai can dén mét trinh vin ban nhu Notepad ctia Windows 95 hay 98
de sua lai tap tin prefs.js. Thoat khoi Navigator, nhan Start.Programs .Accessories.Notepad.

Khi Notepad da md, nhén File.Open. Nhan phim miii tén ké bén "Files of Type" roi chon All
Files (*.*). File prefs.js nam trong C:\Program Files\Netscape\Users \yourname, trong do
yourname la tén ngudi dung (user name) cua ban trong Windows.

Mo tap tin d6 roi tim dong 'user Pref ("browser.wfe .ignore def check", true):. Can than doi tir
"true" thanh "false". Luu, sau d6 thoat roi1 khoi dong lai Navigator. Hop thoai yéu cau chon mac
dinh lai xuat hién, luc nay ban c6 thé cho Navigator 1én "chiéu trén".

Chia sé dir li¢u

Sao luu Bookmark/Favorite. Ban dd bo ra thi gid quy bau dé thu thap cac URL. Gio, trude khi
thir bat clr mego nao, hay tu v¢ bang cach sao Iuu cac Bookmark va Favorite.

Khong quan trong ban dang dung trinh duyét nio, cach dé nhat dé lam viéc nay 1a mo
Windows Explorer, nhin <Ctrl> va kéo mot ban sao ctia tip tin bookmark.htm trong Navigator
(trong cung thu muc v6i prefs.js) hodc thu myc Favorites cua Internet Explorer (n6 phai nam
trong thu myc Windows) sang dia mém hay mot ving khac trén 6 dia ctng.

Dua Navigator Bookmark vao Favorites cua Internet Explorer. Nho dua cac Bookmark cua
Navigator vao danh muc Favorite cta Internet Explorer, ban s& ¢6 thé truy cap ngay lap tic moi
Bookmark tir trong Internet Explorer. Viéc nay ciing don gian nhu thém mot duong tit vao tap tin
bookmark.htm. V& sau, mdi khi ban thém mot Bookmark méi, no s& duge tu dong bd sung vao
Favorites.

Trong IE 3.x va 4.x, chon File.Open, chon Browse, dit "Files of type" thanh All Files, roi tim
dén tap tin bookmark.htm trong muc "Look in". Tim thiy xong thi nhan kép vao tap tin nay dé
dua n6 vao hop thoai Open. Nhan OK, IE s& hién thi Bookmark ctia Navigator nhu nhitng lién két
. Trén menu cta IE, nhan Favorites.Add to Favorites, dit tén cho lién két dan dén Navigator
Bookmarks, sau ¢6 nhan OK. O 1a 1a! By gio ban d4 c6 thé nhan vao cac Bookmark clia
Navigator nhu bat ky Favorite nao trong Internet Explorer.

Chuyén Favorite ctia Internet Explorer thanh Bookmark ctia Navigator. Netscape khong cho
ban dé& dang chuyén Favorite thanh Bookmark. Giai phép ré tién nhat 1a IE Import and Export
Favorites Tool (cong cu xuat nhap Favorite) cia Microsoft, mién phi (www
.microsoft.com/msdownload/ieplatform/favtool/favtool.asp). Tién ich nay chi c6 S0KB, nhung c6
thé nhap Bookmark thanh Favorite va ngugc lai luu Favorite thanh Bookmark.

'Nhung hay coi chimg: khi dua cac Favorite cua IE vao Navigator, tién ich nay s€ x6a lu6n va
thé chd tap tin bookmark ban dau; do d6, néu mudn ca hai déu song song ton tai, trudc tién ban
phai nhdp cac Bookmark vao Internet Explorer (dung thu thuat da néu trén), sau d6 mai thay tap
tin Bookmark bang cac Favorite dd hop nhat.

QuikLink Explorer ciia hing QuikLink (www.quiklinks.com/explorer) 1a mot giai phap tot va
lai don gidn hon. N6 nhdp cac Bookmark tir Navigator, IE, Opera va Mosaic vao mot co s¢ dix
liéu bookmark tép trung.

Khi luu bookmark trong co so dit liéu nay, ban s& mic nhién truy cap duoc bookmark do tir bat
ctr trinh duyét nao trong sé ké trén. Hién c6 mot phién ban QuikLink mién phi cho phép t6 chic
cac bookmark trong mét trinh duyét, nhung véi nhiéu trinh duyét, ban s& phai mua phién ban
Standard gia 20 USD.
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Chuyén s dia chi. Trong qua trinh cai dit, ca Netscape va Internet Explorer déu nhap s6 dia chi
(Address Book) tur cac trinh duyét khac (va tir cac phién ban trudce cia cung mdt trinh duy¢t).

Nhung néu ban mudn cai dat xong xudi rdi méi nhap s dia chi thi sao? Trong Internet Explorer
3.x, chon Go.Read Mail dé m¢ Internet Mail; sau d6 nhan File.Import r61 chon céc tap tin thich
hop.

Muén nhap s6 dia chi hodc e-mail tir mot chuong trinh khac vao IE 4.x, ban m¢& Outlook
Express, nhan File.Import, ké d6 chon Address Book hodac Messages.

Chon xong thi nhdn Import. Néu dung Navigator 3.x, ban phai dung tién ich ctia hing thir ba
nhu E-mail Address Book Conversions cua InterGuru, gia 20 USD
(www.interguru.com/mailconv.htm), mot chuong trinh ding dé chuyén qua lai cac tap tin s6 dia
chi ciia Eudora, Outlook Express, cling nhu Netscape Messenger va Mail.

Néu dung Navigator 4.x thi d& hon: ban chi cAn mé Messenger, sau d6 1 Address Book bang
cach chon Communicator.Address Book. Nhan File.Import. Sau d6 ban c6 thé nhap tap tin dia chi
tor Eudora Outlook Express hoac bat ctr s6 dia chi nao dudi dang LDIF hodc text. Netscape khac
nhiéu thong tin tryc tuyén vé viéc chuyén IE 3.x va 4.x sang Commu-nicator; hdy tim dia chi help
.netscape.com/kb/client/970709-1.html.

Cic site c6 dwrge toi wu hoa cho trinh duyét ciia ban?

Ca Netscape 1an Microsoft déu doi hoi mot sé Web site nhat dinh phai t6i wu héa cho trinh
duyét cua ho. Vay li€u ban c6 dang bo mat mot so tinh nang mdi hitu ich vi khong dung ding
trinh duy¢t khong?

Sau khi tim kiém céc site d3 t6i uu hoa, nguoi ta phat hién réng mot sd site chi lam viéc véi
Internet Explorer ma thoi, chang han site Investor cua Microsoft (hinh bén), hoac mdt chiéc xe
buyt nha truong vui nhon chd Mickey cung bé ban bang qua trang chu cua Disney.

Ngoai nhitng cai néu trén thi vai diém khéc biét dugc tim thdy chi 14 "rau ria" ma thoi; dong
thoi, nguoi ta khong thdy mot site ndo cé nhirng tinh niang danh riéng cho Navigator. Vay ban
chang viéc gi phai phan van khong biét chon trinh duyét nao, boi di chon bén nao ban ciing khong
mat mat gi 1am.

Nang cao hi¢u ning

B0 bét hinh anh. C6 18 trude day, ban timg nghe no6i chuyén nay, nhung didu c6 ich thi du lap
lai van khong thira. Néu muc dich chinh ctia ban 13 tai xuéng cang nhanh cang tdt, ban can co
gang loai bo cac hinh dd hoa, 4m thanh va hinh anh dong, va thiét 1ap mac dinh chi tai xuong van
ban (text-only loading) cho trinh duyét.

Néu ban dung IE 3.x, nhanView.Options, chon General rdi x6a hop kiém tra Show Pictures.
Néu ban dung IE 4.x, chon View.Internet Options .Advanced, sau do x0a tat ca cac 6 kiém tra
trong phan Multimedia. Trong Navigator 3.x, chon Options roi x6a 6 kiém tra Auto Load Images.

Trong Navigator 4.x, nhin Edit .Preferences, chon Advanced, sau d6 x6a 6 Automatically load
images. Nhung 1ot cudc ban van that sy mudn c6 hinh anh? Pung lo. Chi can nhan chudt phai vao
biéu tuwgng hinh anh réi nhin Show Picture (trong IE 3.x va 4.x), Load Image (trong Navigator
3.x) hoac Show Image (trong Navigator 4.x).

Hoan thi¢n hinh anh. Power Toys for IE 4.x cia Microsoft o
(www.microsoft.com/ie/ie40/powertoys/default.htm) c6 hang loat ti¢n ich thong minh dé kiém
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so4t 6 hoa trén Web. Néu ban da ngiy tan co vige chuyén d6i giita ché d van ban va ché do do
hoa, hay thir dung Image Toggler. Tién ich nay nam trén thanh cong cu Link (két ndi) cta IE 4.x;
ban chi can nhan chudt dé tai xudng hodc bo qua cac hinh anh.

V61 mét Power Toy khac 1a Zoom In/Zoom Out, ban chi can nhan chudt phai 1a c6 thé phong
dai nhiing hinh d6 hoa bé xiu. V&1 Web Search, ban nhan chudt phai néu mudn dua nhirng tir khda
vao cong cu truy tim mdc dinh, két qua hi¢u nghiém ngay.

Mot quan h¢ on dinh hon. Bét ¢t su ¢ nao trén trinh duyét déu c6 thé 1am Windows trd nén bat
6n. Hau qua that khon luong: nhe thi mot ing dung nao do6 bi "néng lanh", ndng thi man hinh mau
xanh ctia Microsoft hoan toan chét cimg. Trong Navigator, ban c6 thé nhin <Ctrl>-<Alt>-
<Delete> dé goi hop thoai Close Program, nhung viéc nay lai c6 thé 1am cho nhiing chuong trinh
dang mo khac ciing tryc tric theo boi hiéu tmg "démind". Cach t6t nhat 13 "ngadm dang nudt cay"
khoi dong lai. Riéng IE 4.x cho ban mot giai phap khac:

Trudc khi bi sy ¢d, hdly nhin View .Internet Options.Advanced, ké 6 danh déu vao hop
Browse in a new process (hinh 1). Nho thao tac nay, hé théng s& md mot phién ban IE riéng biét
chir khong nap IE vao cung mot cira s6 md san cho Windows. Nho vay ma trong truong hop IE
4.x 15 c6 dung nui bang 1an nira, nd s& khong kéo Windows cing chim theo.

Duyét nhanh hon. Bang cach d6i hai thong s6 trong Registry goi 1a MTU (Maximum
Transmission Units) trong Windows 95, tc d6 duyét trong ca Navigator 1an Internet Explorer s&
tang 1én trong thay. Néu ban ngan ngai lo bi méc ket trong mé bong bong ciia Registry, c6 thé
mua mdt tién ich cta hing thir ba, gia 10 USD dé lam giup ban: MTUSpeed (www.mjs.unet
.com/mike.htm).

Thu nhé tap tin dir li¢u. M3i 14n ban thim mot Web site, Internet Explorer luu History (tirc
thong tin theo doi nhitng 1an truy cap cua ban) va thong tin vé cache trong nhiing tap tin c6 duoi
.dat. Cang luu nhi€u, céc tap tin do lai cang phinh to hon.

Mac du Microsoft khong wa chuyén nay, nhung x6a céac folder Cache va/hodc History trong IE
3.x va 4.x khong phai bao gid cling lam cac tap tin d6 trd lai kich thude mic dinh ban dau 1a 8KB,
16KB hoac 32KB. Ban c6 thé tuy minh xem b?mg cach m& dau nhic DOS (chon Start
Programs.MS-DOS prompt) r6i tim dén thu muyc luu cache va history (cd c:\windows\tempor~
hodc cd c:\windows\history), sau d6 tim céc tép tin c6 dudi .dat. Néu mé céc tap tin do, ban s&
thiy tt ca cac URL ma ban "dé xoa".

Van d¢ ¢ day 1a gi? Khong phai chi c¢6 don thuan 1a cac tap tin c6 dudi .dat nay s& gitp nhiing
ké thoc mach theo ddi ban da di dén dau trén Web, ma Internet Explorer s€ bt dau chay cham khi
céc tap tin nay phinh 1én ¢& 200 KB. Va khi chiing dat dén 500 KB, chuong trinh bét dau tryc tric.
Mot giai phap la xo6a ca hai tap tin, nhung ban phai lam viéc do6 trong DOS chir khong phai
Windows. Nhén Start.Shut Down.Restart in MS-DOS mode. Tai ddu nhic C:\>, g0 deltree
c:\windows\history, ké d6 nhan <Enter> (trong IE 4.x, duong dan 1a c:\windows
\profiles\yourname\history). Ké d6 danh deltree c:\windows \tempoAal rdi nhin <Enter> (Viéc
1am nay c6 thé mat 15 phit néu cac tap tin .dat qua 16n). Khi ban mé trinh duyét 1an sau, hé thong
s& tao lai ca hai tap tin .dat nay, nhung 13 hai tap tin trong.

C6 mdt cach hay hon, nhung ton tién. Ban c6 thé xir 1y kich ¢& tap tin va thudng xuyén triét
tiéu moi dir liéu vé c4 nhéan trong cache, history va cic tap tin .dat bang cach dung chuong trinh
TweakIE 2.0, gia 15USD (www.wizsys.com/tweakie.html). Vi tinh nang quét IE (IESweep),
cong cu nay sé xoa cac folder cache va history rdi tai 1ap lai cac tap tin .dat vé kich thudc trong.
Tién ich nay ciing canh bao ban khi cac tap tin .dat di trd nén di 16n c6 thé anh hudng dén hiéu
nang cua trinh duyét.
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Viét lai History. Navigator cling duy tri mot history (danh muc luru) cac site ban tham gﬁn day
nhat, tuy rang viéc nay khong lam cham tdc do hé thong. Neu khong mudn cho ai khac biét ban da
dén nhitng dau, ban phai x6a n6 di. V&i Navigator 3.x, mdi lan tat chwong trinh thi history tw dong
bi x6a. Con trong Navigator 4.x, ban chon Edit .Preferences, chon Navigator roi nhin Clear
History. Phién I & chd tap tin History cia Netscape, ciing nhu cac tap tin .dat cta IE, déu luu lai
thong tin.

Mubn x6a han diu vét nhitng chuyén du ngoan trén Internet, ban chi con cach xo6a tap tin nay.
Thoat Navigator, m¢ Windows Explorer r6i nhan F3. Khi ctra s6 "Find: All Files" xuat hi¢n, ban
tim tap tin netscape.hst, thuong nam & C:\Program Files\Netscape \Communicator\Users\tén ban.

Nhan chudt phai r0i chon Delete.

Dung chung cache. Néu chay Navigator 3.x va 4.x trén ciing mot may tinh, va néu ban mudn
thiét ké trang Web, ban c6 thé tang tdc ca hai trinh duyét va tiét kiém khong gian dia cing bang
cach budc chung dung chung mét cache. Trong Navigator 4.x, nhin Edit .Preferences, nhin du
cong ké bén Advanced dé mo rong no6 roi nhan Cache. Trong hop Disk Cache Folder, g6 véao vi tri
tap tin cache cua Navigator 3.x (thuong la c:\program files\netscape \navigator\cache). Trong
Navigator 3.x, nhan Options .Network Preferences, va trén muc Cache trong hop Disk Cache
Directory, gd vao vi tri tap tin cache cua Navigator 4.x (thuong la c:\program files\netscape
\users\tén ban\cache).

Pinh huéng dé dang

Tir Windows 98 sang Web. Tham chi du khong dung IE 4.x hay Navigator, ban van c6 thé nhay
tir desktop cia Windows 1én Web bang cach tao mot Address Bar (thanh dia chi) trong thanh tac
vu ciia Windows 98. Mudn mé& Address Bar, ban nhin phim phai vao thanh tac vu 1oi chon
Toolbars, ké d6 chon Address.

Dé tiét kiém "mit béng" quy bau cua thanh tac vu, ban c6 thé thu hep dén t6i thiéu moi cura sb
mo bang cach nhdnAddress Bar, ké d6, khi con tro chudt doi thanh mili tén bon dau, ban kéo
thanh dja chi 1én dau desktop. G6 URL ban mudn vao thanh dia chi roi nhdn <Enter>, thé 1a trinh
duyét mac dinh s€ dugc tu dong nap.

Chuyén Bookmark/Favorite thanh trang chil. Bang cach chuyén cac tap tin bookmark thanh
trang chi, ban chi can nhin chudt mot cai 1a da vao ngay duoc site wa thich nhit. Trong Navigator
3.x, nhan Options, chon General Preferences, ké d6 dudi Browser Start With, thay dia chi URL
bang dudng dan dén tap tin bookmark.htm ctia ban. Trong Navigator 4.x, chon Edit .Preferences,
dudi Category chon Navigator. Dudi "Navigator starts with", can bao dam rang nit Home Page da
dugc chon (hinh 2), va thay dia chi URL trong hop Location bang dudng dan dén tap tin
bookmark.htm cua ban (thuong 1a c:\Program Files\Netscape \Users\tén ban). Nhén OK dé dong
hop thoai va luu cac thong s6 nay. Thoat rdi khoi dong lai Navigator, sau d6 thi tha hd di dau trén
Web tuy y.

Tuy nhién, ban khong thé chuyén Favorites trong IE thanh trang chu IE, nhung thay vao d6 ban
c6 thé dung cac bookmark ctia Navigator. M IE 3.x hoic 4.x, nhan File.Open, nhan Browse, sau
d6 tim tap tin bookmark.htm ciia Navigator. Nhan Open, sau d6 nhan OK. Khi cic bookmark ctia
Navigator hién thi, nhan View.Options, ké d6 nhan Navigation (d4i véi IE 3.x) hodc Internet
Options va nhan General (d6i v6i IE 4.x). Trong ving Startup, nhan Use Current rdi nhan OK.
Vay la mdi khi IE dugc tai thi Bookmark ctia Navigator ciing dugc nap theo.

Chuyén Bookmark/Favorite thanh niit bam (button). Ban c6 dic biét thich hai, ba site nao d6 va
ngdy nao ciing thim chung khong? Thay vi phai san ling nhiéu thu muc dé tim cac site d6, ban co
thé chuyén chtng thanh nut trén thanh cong cu, dé chi can nhan chudt 14 ban truy cap duoc ngay.
CaIE 4.x lan Navigator 4.x déu c6 thém mot thanh cong cu ma ban cé thé mo ra dong lai tr menu
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View. Ban c6 thé dit tir sau dén tam site 1én tung thanh cong cu; néu nhiéu hon thi thanh cong cu
s€ qua cong kénh va khong chiéu theo y ban nira.

Mubn hién thi Link Toolbar trong IE 4.x, nhan View.Toolbars .Links. Trong IE 3.x, nhan
View.Options.General, sau d6 danh dau hgp Links. Trén menu, nhan Favorites r6i kéo bat cu
URL hodc thu myc nao vao thanh cong cu Links.

Mubn mé Personal Toolbar trong Navigator 4.x, ban nhan View.Show Personal Toolbar (néu
Personal Toolbar da hién thj roi, trén menu sé& 1a Hide Personal Toolbar. Nhan <Ctrl>-B dé hiéu
chinh céc bookmark, sau d6 kéo bookmark va "tha" 1én thanh cong cu. Nhan kép dé kich hoat
thanh cong cu nay.

Xem céc Favorite du6i dang thu nho (thumbnail). Ban déa lu6t Web hang may tiéng dong hd,
tich cop hang mé favorite trén IE 4.x, thé rdi bong ban nhan ra minh can tai xuéng mot birc anh c6
thdy trudc d6 nhung da bo qua. Thay vi phai nhan dén dap vao nut Back (trd lai) hodc do mat tim
trong danh muc luu (History), ban c6 thé xem trudc céc site wa thich dudi dang thu nhé
(thumbnail) ma khong phai truy cip chang, voi diéu kién ban chua xo6a cache va chua thoat khoi
Active Desktop.

Ttu Windows Explorer, nhén Favorites.Organize Favorites, sau do nhan chudt phai vao thu muc
ma ban mudn xem trudce. Tir menu xuét hién, chon Properties, danh dau 6 Enable thumbnail view,
nhan OK r6i dong hop thoai Organize Favorites. Gio ban mé thu muc d6 trong Windows
Explorer, nhan chudt phai vao khoang tréng trong ctra s rdi chon View . Thumbnail. N6 day roi!
T nay tro di, mudn xem thu muc va thu muc con nao, ban chi can 13p lai quy trinh nay; hién
nhién ban khong c¢6 cach nao xem tat ca cing mét lic dugc.

Quay lai hodc tién nhanh. Can quay lui (hodc tién t6i) sdu trang trong luc ban dang rat voi u?
Chang viéc gi phai nhan lién tuc nat Back hay Forward. Trong IE 4.x, chi can nhan vao mii tén
hudng Xuong nam bén phai nut Back hodac Forward, ban dé c6 danh muc cac site méi tham gan
day nhat. Trong Navigator 4.x, ban co thé nhan ri giit nguyén nit Back hodc Forward 13 di c6
danh muc tuong tu, sau d6 chon site ban can.

Tim kiém nhanh. Ban c6 biét trinh duyét cia ban ciing 1a mgt cong cu truy tim rat d& su dung
khong? Trong thanh Address cua IE 3.x va IE 4.x, ban gd "go" hodc "find" hoac "?" theo sau la
mot dau cach (space) va tir hodc cau ma ban mubn xéc dinh, IE s& truy tim Yahoo. Trong
Navigator 4.x, ban can g0 vao thanh dinh vi thém vai ba chit nira roi nhin Enter.

Néu mudn tim kiém v6i mot tir ma thoi, ban gd mot ddu cong va mot dau cach trude tir d6 (néu
chi g mot tir duy nhit ma khong c6 déu cong, trinh duyét s& cho rang ban mudn vao Web site d6
va ty dong chém "www." vao trudc va ".com" vio sau tir d6). Navigator 4.x tim dén cong cu tim
kiém mic dinh ctiia Netcenter. Navigator 4.5 thi c6 mot tinh ning rat hay goi la What's Related
nang cao kha niang tim kiém bang cach dua ban dén ndi dung lién quan c6 chira tir khoa do.

Tim dén tan site cu thé. Navigator 4.5 con tién xa hon mot bude trong viéc tim kiém tir thanh
cong cu Location. Tinh ning moi Internet Keyword c6 thé truy tim dén mét site cu thé. Cac tir
khoa dugc so trung vai mot co s¢ dit liéu g@)m cac thuong hiéu, cho nén néu ban g0 "America
Airlines" chiang han, chuong trinh s& dua ban dén thang Web site ctia hdng hang khong Hoa Ky.
Néu Navigator khong tim thay cai ban tim trong co s dit liéu Netcenter, n6 s& di dén chi muc
Excite-Netscape Web tai Netcenter ctia Netscape dé tim & do.

Cit k¥ mat khéu. E-mail, ndi mang qua dién thoai, két ndi LAN, va gio dén luot Web site - hau

nhu ngay nay tat tat moi thr déu doi mat khau, va nhd cho hét tirng 4y mat khau thi qua 1a dau
dau.
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Mot sb site san sang nh¢ mat khau giim ban, nhung khong phai bao gid chung ciing lam dugc
nhu thé. Hién nhién, ban c6 thé viét cac mat khau ra gidy hodc chép chiing vao mét tap tin PIM
hodc xtr 1y van ban, nhung giai phap t6t nhat 1a luu ching trong Bookmark ctia Navigator 3.x hay
4.x. Nhan <Ctrl>-B d¢é m¢ menu Bookmark, ké d6 nhan chudt phai vao Bookmark cho site dang
yéu cAu mat khau rdi chon Properties. Hop thoai Bookmark Properties s€ xuét hién; ban c6 thé
nhap mat khau hay nhiing thong tin khac vao hop Description (hinh 3).

Di nhién, bt ctt ai doc duge manh nay (hay nhin trom vao hop thoai Properties) déu co thé
thay mat khau. Néu van dé bao mat thuc sy 1a hé trong doi véi ban, hdy thir mot tién ich loai nhu
Password Memorizer cia The Limit Software, gia 15 USD (www.limitsoft.com).

Tran Tién Cao Pdng
US PC World 11/1998

Ban phai thira nhan rang trén may tinh cua ban dang c6 nhiing file ma ban khong mubn bat cir ai
thdy: ban danh gia ning luc nhan vién, s liéu ban hang trong thang, tham chi 1a thu to tinh cua
mot cd dong nghiép. Nghi k§ ma xem, c6 thé ban cling c6 nhiéu e-mail can giit kin nira d6. Cac
théi quen ctia ban khi ludt trén Web ciing vay; thich dén site ndo va xem nhiing thir gi 1a chuyén
riéng ctia ban chtr chang cua ai khéac, dung khong nao?

That khong may, gilr cho minh dugc riéng tu that chang dé gi trong thoi dai k§ thuét s6. Cho du
ke trom khong an cap cac file khoi may ban, thong tin v€ ban van cir ro ri ra ngoai moi khi ban
luét trén Web. Bai "Bao vé sy riéng tu trén Net" trong sb trudéc (PCWorld VN 10/1998, trang 99)
da mach mot sd cach bao mat cac file va hoat dong cua ban trén Web.

Trong bai nay, ban s€ biét duoc nhiing san phém nao 1a tot nhét cho viéc trién khai ké hoach
bao mat méi. PCW US di thir nghiém 28 san phim bao gdm cac tién ich chdng cookie (xem dinh
nghia vé cookie trang 66 va trong phan thuat ngit trang 69), chéng mail vé van va mi hoa thong
diép, cling nhu vai cong cu bao mét khac. Day la nhimg san pham gitp ban loai bo moi ké thoc
mach, tai nha hay ¢ van phong. Nhiéu thir trong s6 do ching co gia tri gi, nhung ban ciing c6 thé
tim dugc trong mdi loai it nhat mot san pham dang dé cai dit.

Mot s6 san pham khac dang bao trudce khuynh hudng ngay cang tang trong cong ngh¢ bao mat:
do 1a sinh trac hoc (biometrics). Nhimg thiét bi nay kiém tra cac sb do sinh 1y hoc nhu vén tay va
mdng mét ctia ban roéi mai quyet dinh cho ban truy cap dir liéu hay khong (xem bai "Chi minh ban
ma thdi" - trang 45 cling trong s6 nay). Trong phan "Chinh co thé ban 1a mat khau: tuong lai cua
bao mat 1a khoa sinh trac hoc" - trang 75, ban thdy rang cac san pham bao mat bang sinh tric hoc
moi nhét trén thi truong 1am viéc rat tét. Boi vay, hiy chuan bi ngay by gid mdy tinh cta ban tiép
nhan cong ngh¢ mai nay.

Pirng qua tin viao nhirng phin mém diung chung (shareware)

Nhiéu tién ich bao mat, dac biét la cac phan mém dung chung (shareware) va mién phi (free-
ware) 1é tién, déu dang ngd vé gid tri str dung. Chang han, hau hét tién ich chdng cookie dung thur
déu chang bd sung duoc bao nhiéu ngoai nhirg gi Navigator va Internet Explorer xua nay van
cung cap. Nhung c6 hai ngoai 1¢, d6 1a Cookie Pal ciia Kookaburra Software va Anonymous
Cookie ctia Luckman Interactive. Nho cac san pham nay, ban s& ¢6 thé né tranh moi cookie (nhu
cac cookie mach 1éo ma hau hét Web site luu vao 6 cling dé quan 1y cac théi quen ctia ban khi
luot trén Web).
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Ciing nén coi chimg ca cac tién ich chdng spam (mail v& van). Nhiéu san pham loai nay chang tiét
trir cic e-mail vé van tot hon so véi cac b loc cai dit sén trong trinh duyét hodc cta cac ISP van
lam. Thyc té 1a trong tim san pham thir nghiém, chi c6 SpamScan - san pham ctia Webstar Image
béan chay nhét (gia 23 USD) 1a d& dung va that sy nhd phing moi e-mail v& van ma thoi.

Du hau hét chuong trinh ma hoa e-mail déu lam viéc kha, PGP for Personal Privacy (40 USD,
cua Network Associates) van tt hon ca trong s6 bon san phdm xem thir. N6 tuong thich véi nhiéu
chuong trinh e-mail nhét va 1am cho e-mail khong thé doc duge voi bat ctr ai ngoai trir ngudi nhan
e-mail do.

Néu biét rz‘ing dir liéu trén may cua ban la bat kha xam pham ddi véi ké thoc mach, hin ban sé
ngti ngon hon phai khong? Thé thi c6 1& da dén luc nap thém mot chuong trinh ma hoéa file vao
may. Cac gbi phan mém nay "chuyén hé" timg file, timg thu muc, tham chi toan b 6 ctng. San
pham hang nhit theo danh gi SecureWin ctia Secure-Win Technologies gia 50USD, ¢6 thé ma
héa va lam duoc nhiéu tht niva.

Bdo mét cho cong ty

Béo v¢ dir liéu cua riéng ban 1a mot chuyén; nhung néu phai bdo mat dir 1i€u cua toan bd cong
ty thi sao? Hay udng hai vién aspirin ro6i doc phan "Bao mat tai noi lam vi¢c sau hang rao kém
gai" - trang 71, & d6 s€ c6 hudng dan cach trién khai mdt ké hoach bao mat cho ca cong ty.

Cudi cing, néu ban chong mit boi md bong bong nhiing thuat ngit vé bao mat, hiy chét lai voi
phan thuat ngir trong bai.

Cac agitan maSm 6 "Caakias"1

Ban c6 thudng nhan cookie tir nguoi la khong ? C6 18 khong, trir khi ludt trén Web. Sau moi
1an ban tham, hau hét cac site déu 4m tham tai (download) rat nhiéu cookie - 13 nhimg chudi vin
ban ghi nhan céc thoi quen va sé thich ctia ban trén Web - xudng mat file trén dia cimg cua ban.
Nhiéu nguoi dung may tinh rat phin nd v6i sy xam pham v6 hinh d6 néu nhu ho biét duoc.

Mic cho cai thoi xAm 1an ngang nhién d6, hau hét cac loai cookie déu c6 ich. Visitor Cookie
theo d6i moi lan ban dén tham mét site nao dé, nho vay ban truy xudt trang do nhanh hon khi tro
lai lan sau. Preference Cookie luu trit chi tiét nhitng thong sé ban da cai ddt cho hinh dnh hay dir
liéu trén trang do, dé khi mo lan sau, trang Web dé sé xudt hién ding y ban. Con cookie goi la
Shopping Basket ghi nhan nhiing gi ban mua tir catalog truc tuyén.

Nhung cookie "theo ddi" (tracking cookie) méi 1a thir kho nuét. Pugc ding chu yéu boi nhitng
tiéu dé quang c4o xuat hién trén cac trang Web (tham chi ban chang can phai nhan vao muc quang
cao do), cookie theo ddi duy tri mdt danh sach tirc thoi (running list) nhitng site ban vira ghé tham.
Bit ctr Web site ndo ma ban phai cung cp thong tin vé minh méi dugc phép dang nhap déu co thé
truy cap sau do vao file cookie theo doi, ghi nhén céc site ua thich va dia chi e-mail ctua ban (b?mg
cach ddi chiéu s6 ID cila cookie v6i dif liéu dang nhap ciia ban) roi lay thong tin d6 ma mua di
ban lai vadi ké khac.

Vi Cookie Pal, ban nhan dwge thong bao lwu y khi mot Web site giri cho ban cookie.

Ca Netscape 1an Internet Explorer déu cho ban phong téa cac cookie, hodc tit ca hodc ting cai
mot. Netscape 4.0 cling cho phép ban céach ly tung cookie theo ddi - cookie tir cdc nha quang céo -
dé loai bo bang cach chon thong sd "Accept only cookies that get sent back to the originating

server (chi chap nhan nhitng cookie c6 thé gui trd lai may chu xudt phat)". Vi hau hét nguoi
dung, chirng d6 tuy chon ciing vira du dé kiém soat cookie. Nhung néu ban chang muon trong cay
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vao cac cong cu chdng cookie cai sin trong trinh duyét thi sao? Hay néu ban khong thich phai hi
hui 16i qua hang ta 15i nhic vé cookie mdi lan ludt trén Web? Dul sao, ban khong thé cAm hoan
toan moi thtr cookie, bai vi nhiéu site, chéng han The New York Times (www.nyt.com) doi ban
phai chap nhan mot cookie thi méi cho phép truy cép.

Chinh & ddy, san pham ngan chin cookie thir ba co thé rat hitu ich. Nhiéu tién ich chuyén dung
kiéu nay hoat dong nhu nhiing b bién tap cung cap giao dién than thién dé thanh loc file cookie
cua ban. Tién ich t6t nhat trong s6 d6 ¢ thé dugc cau hinh dé tu dong chip nhan chi cac cookie
dén tir mot sd site nhat dinh, nho d6 ban khong bao gid phai nhan vao hop thoai yéu cau chip
nhan nita. Qua kiém tra bay cong cu quéan 1y cookie, thi hau hét trong s6 d6 chang dang cho ban
quan tam. Tuy vay, hai chuong trinh Cookie Pal 1.2 cua Kookaburra Software va Anonymous
Cookie ctia Luckman Interactive c6 thé bd sung vai tinh nang hitu dung vao trinh duyét cta ban.

COOKIE PAL 1.2

Mot trong sd it cac cong cu ngan chin cookie hitu ich nhat. Cookie Pal 1.2 nam trong khay
Windows ctia ban va tu dong kich hoat & ché d6 nén bat cr khi nao ban vao Web. Hop thoai kiéu
tab ctia n6 hién thi nhitng cookie ma ban nhan duoc va cho ban xéa ting cai mot. Khong nhu cac
chuong trinh khéc, n6 con cho phép tao nhitng bé loc (filter) dé chap nhan hoic khudc tir cookie
tir mot s site cu thé, ciing nhu xem cookie duoc tai Xuong trong tac vu duyét hién hanh dé ban co
thé xo6a ngay lap tic. N6 lai con kéu mot tiéng "mmmm" rat dé thuong mdi khi ban chap nhan mot
cookie. Cookie Pal 1.2: 290KB, 15 USD; Kookaburra Software; www .kburra.com, cplsetup.exe

ANONYMOUS COOKIE

Anonymous Cookie c6 it tinh ning hon Cookie Pal, nhung bu lai né mién phi. Vi Internet
Explorer, n6 c6 thé khudc tir nhimng cookie tir cdc nha quang cdo. Anonymous Cookie hoat dong
bang cach "lira" cac site rang n6 da chap nhan cookie khi luu ching vao bo nhé. Két qua 1a ban ¢6
thé thoai mai vao céc site xua nay van doi ban chép nhén cookie rdi mai cho ban vao, ma sau dé
khong phai x6a cac file khong moi ma dén. Anonymous Cookie; 1,4MB, mién phi; Luckman
Interactive; www .luckman.com, setupac b2 .exe

COOKIE CRUSHER 1.6

Cookie Crusher 1.6 sir dung nhiéu tinh ning hét nhu san pham cung gia 1a Cookie Pal dé chin
cookie, nhung lai ching tinh nhanh dugc nhu thé. Khong gidng Cookie Pal, Cookie Crusher nhay
sang cac hop thoai trén man hinh rdi méi ty dong dong lai, chi 1am ngit quang mot cach khong
can thiét (va gay buc minh). Cookie Crusher 1.6; 865KB; 15 USD, dung chung; The Limit
Software; www .thelimitsoft .com, cookie.exe

SpamScan 97 cho phép ban chip nhan hodc tir chdi cac loai e-mail khac nhau mét cach ty dong
thong qua trinh setup wizard don gian.

IECLEAN 4.2 va NSCLEAN 4.10

IEClean 4.2 (cho Internet Explorer) va NSClean 4.10 (cho Navigator) la nhimg b6 bién tap
cache trinh duyét va cookie dt tién. Ban cir mua cac san phidm nay néu mudn triét tiéu ddu vét cua
minh trén Web bang cach x6a c6 chon loc cac bang chimg ban da dén nhitng dau. Bang khong,
hay dé tién mua nhitng thtr khac. IEClean 4.2; 934KB; 40 USD, dung chung; ied32301 .exe;
NSClean 4.10; 1IMB; 40 USD dung chung; ca hai déu cua Privacy Software; IEClean 4.2; 934K B;
40 USD, dung chung; ied32301.exe; NSClean 4.10; 1MB; 40 USD dung chung; ca hai déu cua
Privacy Software; www.nsclean.com.

COOKIE CRUNCHER 2.11
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Ban chd ban tam dén Cookie Cruncher 2.11. N6 chi biét c6 moi mét viée la cho ban xem va
theo ddi cookie tir 6 ctng, d6 13 néu ban cho no chay dugc (rat kho khoi dong dugc né). Tha cir
dung trinh quén 1y file Explorer va Notepad con hon. Cookie Cruncher 2.11; 880KB; mién phi;
RBA Software; www .rbaworld.com, cook211.zip

BUZOF 1.4.4

Muc dich duy nhat ctia Buzof 1.4.4 14 loai b6 cac hop thoai pop-up, ké ca cac cira s6 yéu cau
chép nhan cookie. Tt hon ban hay tim mot tién ich cho phép chi chép nhan mot s loai cookie
chon loc ma thoi, nhu 1a Cookie Pal (chon Iya s6 mot cua chung t61). Buzof 1.4.4; 310KB; 15
USD dung chung; Basta Computing; www.basta.com, setup buzof.exe

ANTI-COOKIE 1.0 BETA

Tuy ménh danh 1 beta (ban thir), Anti-Cookie 1.0 Beta 1a san phim hoan chinh, thé nhung vé
hiéu ning thi dang ngd hon ca mot ban tién-alpha. Ching lam cach nao cho n6 chay véi Netscape
Navigator 4.05 dugc ca. Anti-Cookie 1.0 Beta; 2.9MB; 10USD dung chung; 2Dudes.com, www
.2dudes.com, cookiel0.zip.

VNS

Mail vé van, tiéng Anh (chinh x4c 14 tiéng Anh-M¥, ND) 13 spam, nhai theo miu quang céo
"thit vai lgn bam" tr danh ctia nha Hormel, 1a nhitng e-mail ban khong mong muon, khong moi
ma dén.

Lam cach nao cac spammer (tirc nha quang céo cb tinh quay rdy ban bang nhitng mail quang
c40 v6 van do) tim ra ban? Ban dé lai dia chi e-mail cia minh & nhiéu noi, nhiéu dén ngac nhién la
khac. Chang han, néu ban dang nhap vao mot Website, dén luogt minh site d6 c6 thé gui mail cho
ban vé cac san pham va dich vu méi nhét, hodc ban dia chi ciia ban cho mot cong ty tiép thi (mot
s site cho ban tity chon khong nhan céc mail quang céo, nhung ban rat dé b qua hop tiy chon
nho xiu do trong khi dang nhap vao site).

Néu da phat 6m vé6i cac mail vé van, hay danh lai chung. Mot sb khach hang va phan mém e-
mail (nhu Eudora, Outlook va America Online - AOL) ¢6 ca nhitng bd loc dic bi¢t chuyén tri mail
v6 van, nhung cac tmg dung thi ba thi c6 kha ning tuy bién nhiéu hon. Hau hét bo loc cta khach
hang (client) két hop nhiing tir hay ding nhét trong tiéu dé ctia cac mail v6 van (nhu "ty do", "lam
giau chop nhoang", "XXX", "sex"...) kem theo dia chi cac spammer khét tiéng. Mot phan mém tri
spam tot con ¢o thé ting cu:orng sy bao mét nay bang cach cho phep bd sung thong tin. Chang han,
mot s6 san pham cho ban tiy y 1ap danh muc cac dia chi can phong téa hodc dugc phép cua riéng
ban.
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SecureWin hd tro viéc ma hoa tap tin, folder va dia, ciing nhw dwa ra nhiéu dic tinh hiru ich
va doc dao.

Khi thtr nghiém, nguoi ta thiét 1ap mot account e-mail gia, cai dat riéng r& tdm chuong trinh loc
mail roi giri dén dia chi cua chinh noi thir nghiém mudi thong diép vo van dién hinh (kiéu nhu
"Ban co cAn nhiéu tién hon khong ?"). Két qua cho théy nhiéu tién ich loc mail thudc loai add-on
(thém vao) déu vo hiéu, va hau hét ching khong thé hoat dong trén nhitng chwong trinh e-mail
riéng khong thudc chuan Internet, chang han AOL va Lotus Notes. Tuy nhién, c6 hai chwong trinh
rat hay, d6 1a SpamScan97 ctia Webster Image va Spam Buster 1.4 ctia Contact Plus.

SPAM SCAN97

Spam Scan97 loai bo d& dang cac mail vé van. N6 tom co timg thong diép ba lap duoc gui t6i.
Pay la chuong trinh tri spam d& thiét lap va st dung nhéat. Spam Scan97 cho ban mot danh muc
cac tir khoa (keywords, tirc cac tir hay dung nhat) trong cac mail v& van ciing nhu cac domain

"cam", va ban c6 thé bé sung nhitng dia chi wa thich hodc "dia chi cAm" va "tir cAm" ciia riéng ban
vao do Thé 15 minh ciAm ctra luén nhing théng diép duong duong chinh chinh thi sao? Ban ¢6 thé
1ap nhitng bo loc dé chi dinh khi nao thi khudc tir thang thimg mot thong diép con khi nao cho
phép ngoai I¢. Spam Scan97; 2,19MB; 23 USD dung chung; Webster Image; webster-image .com;
scan97.zip.

SPAM BUSTER 1.4

Ciing nhu Spam Scan97, Spam Buster kién quyét chan ding moi e-mail linh tinh. N6 ¢6 thé
quét cac thong diép e-mail trude khi ban mé chwong trinh mail, hodc ban ciing c6 thé mé mail
ngay trong Spam Buster sau khi né dé x6a sach cac thong diép khong mong mudn. ‘Spam Buster
dwa trén mot danh muc ching 15.000 dia chi chuyén gui mail vé van ma ban c6 thé diéu chinh
bang cac thong sb ciia chinh ban ciing nhu ¢ thé cap nhat mién phi qua Website cta cong ty (sau
khi ban dang nhdp). Tuy nhién, nguoi méi dung co thé gap khé khin trong viée tim mot sé chirc
ning trong giao dién khé rbi ram ciia Spam Buster. Spam Buster 1.4; 1.1MB; 20 USD; dung
chung; Contact Plus; www .contactplus.com; spam-bu32.zip

MAILJAIL 2.3

La tién ich bd sung cho Eudora va Microsoft Outlook 97, MailJail ciing tom dugc tat ca thong
diép v6 van, nhung no than trong qua mire can thiét. Thay vi tu dong xoa cac thong diép ngo la
quang c4o v6 van, no lai luu cac mail nay vao mot thu muc riéng dé sau d6 ban phai duyét lai va
x0a timg cai mot. Miac du cach nay bao dam chi mail nao ddng xoa thi méi bi x6a, nhung lai mat
qua nhiéu thoi gian. MailJail 2.3; 20 USD dung chung; Omron Advanced Systems; www
.mailjail.com

SPAMKILLER 1.6

Phai liy 1am budn ma néi rang SpamKiller 1.6 chang tan nhan nhu tén cua no (killer, ke glet
nguoi, ké tan sat). N6 sir dung nhiing quy tic co sin (va nhitng quy tic ban thém vao) dé quyét
dinh s& danh diu céac thong diép dé xoa sau hodc x6a 1ap tirc. Nhung SpamKiller hiém khi bop co
ngay ca voi cac mail vé van hién nhién nhat. Trong sb muoi thong diép thir nghiém, né tom duge
c6 ba, ma ciling chi danh déu thoi. Spam-Killer 1.6; 1,7 MB; 30 USD dung chung;
www.spamkiller.com; sk161.exe

SPAM EXTERMINATOR 3.2

Spam Exterminator 3.2 16n tiéng rang c6 mot danh muc do so dia chi cac nha quang céo linh
tinh (spammer) - t¢i 17.500 céi - chua ké ban con c6 the c6 nhiéu hon nho thuong xuyén cap nhat
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tir Web. Thé nhung n6 chi tém dugc ba trong mudi mail thir nghiém, that qua t¢. Nhung chua hét:
thiét 1ap Spam Exterminator rat ton thi gio bdi c6 qua nhiéu nut va tab. Spam Exterminator 3.2;
1,5MB; 28USD dung chung; Unisyn Software; www.unisyn .com, sxsetup.exe

SPAMMERSLAMMER

SpammerSlammer khong tu dong x6a cac thong diép vo van. Tham chi n6 chang thém giam
may théng diép do lai nira! Thay vao do, n6 gan vao moi théng diép mot cai nhan dé tuy ban
quyét dinh di€t ngay hay dé doc k¥ lai da. Hon nira, Spammer-Slammer chi bét duoc mdi hai
trong s6 mudi mail thir nghiém. SpammerSlammer; 1.4 KB; mién phi; Now Internet Tools;
www.spammerslammer.com., spammerslammer.exe.

EFILTER 2.0

Khi thir cai dat lan dau, EFilter 2.0 suyt nita quiy nat may tinh thir nghiém. Con khi thtr lan th
hai, né dua ra mot thong diép 16i ky bi. R6t cudc, cling kho1i dong duogce, no6 lai cho qua hét chin
trong s6 muoi thong diép ba lap. Gia ca thi khoi ban. EFilter 2.0; 2,64 MB; mién phi (ban Pro 12
USD); TSW; www.eflash.com., filt262 .exe

SPAM HATER

Spam Hater c6 thé phat hién spam, nhung chuyén y y kién thanh hanh dong lai chang t6t cho lam.
That ra, n6 hoan toan ching phong téa cac mail v6 van, diing hon n6 chi phan tich cac tiéu dé
thong diép sau d6 giri mail than phién vao dia chi hoi dap da chi dinh. Thé nhung hdi dap spam -
tham chi con m& chiing - chi ¢6 nghia 1a x4c nhén dia chi e-mail cua ban va bat den xanh cho nha
quang cao chuyén quiy ray ctr thé tiép tuc quiy ray ban. Spam Hater; 806KB; mién phi; Net
Services; www.cix.co.uk/net-services/spam/spam_hater .htm, spamh .exe.

Khuat phuc nhng k& nghe 1én trén net !

Moi ngay c6 hang triéu nguoi str dung e-mail dé chia sé thong tin ca nhén - nao luong lau, nao
mat khau, ca cdm vé ong xép - ma khong nhan thirc mdi nguy cho quyén riéng tu cta ho. Bat ky ai
thao ting dugc e-mail ctia ban - tir ngudi quan 1y may chii cho dén mot tay quay (hacker) - déu co
thé doc né. Ban lam sao tu v¢ day? Mot chuong trinh ma hoa e-mail s€ giau thong di€p cta ban
khoi nhitng con mit ¢ vo bang cach "chuyén hé" vin ban thudng thanh mot mé mat ngir ric rdi
ma chi ngudi nhan e-mail méi giai ma duogc.

Néu cong ty ban tién hanh kinh doanh trén Internet, c6 1 ban ciing nén ky moi e-mail ctia minh
bang chir ky s6. Mot chir ky sé s& bao dam cho ngudi nhan riang thong diép nay 1a ctia chinh ban
chtr khéng ai khac, hoan toan loai trir kha ning mot tén lira dao hay t6i pham c6 thé mao danh
bang cach l1am gia dia chi e-mail ctia ban. Mot thong diép co chit ky sb ciing c6 tac dung rang
budc phap 1y nhu hop dong duoc ky bang tay vay.

Ban c6 thé dung mét chuong trinh e-mail v6i quy cach ma héa S/MIME (Secure Multipurpose
Internet Mail Extensions) dé ma hoa va ky bang s cac thong diép; nhung c6 qua c6 lai: ban phai
tra mot khoan 1¢ phi cho S/MIME dé mua bd khoa thuong truc cho chinh minh. Va trong nhirng
lan trién khai trude day, S/MIME khong phai bao gi¢ cling lam viéc t6t. Noi don gian 1a e-mail
dugc méd héa vi S/MIME bang mot sd phién ban cua Netscape Messenger khong phai bao gio
cling c6 thé giai ma bang cac phién ban cia Microsoft Outlook chang han. Du hién nay, Netscape
va Microsoft tuyén bd S/MIME c6 thé 1am viéc mot cach hoan hao giira cac phién ban g dung
moi nhét cua ho, ban van co thé sé& co ric rbi voi S/MIME néu gip nhitng chuong trinh e-mail cii
hon.

32



Nhirng biéu twong don giin ciia PGP for Personal Privacy cho phép ban nhanh chéng thue
hién ma héa e-mail va kiém chirng.

Dé bao vé e-mail ctia ban trude nhimng ké thoc mach, hily mua mot chuong trinh ma hoa thi ba.
Khac voi trinh duyét c6 nhitng khoa giai ma riéng nén ban khong can phai mua tir bén thir ba nao
nita. Mot loi diém khac: néu ban va ngudi ban giri e-mail c6 cting phan mém ma hoa, tham chi
ban ching can dung ciing mot chuong trinh e-mail voi ngudi d6 nia.

Céc tién ich doc 1ap con an dut chuong trinh ma héa e-mail cai san trong trinh duyét nho hiéu
qua bao mét cao hon. Cac chuyén gia mé héa tuyén b6 rang e-mail dugc tao bang bo ma hoa 40-
bit (la thir ma trinh duyét cung cap) c6 thé bi thao tung bai mot phong vi tinh trudng trung hoc
trong vong vai tiéng dong hd. Ciing theo cic chuyén gia d6, phai "dén ngay tan thé" may ra mot
phong vi tinh trudng trung hoc méi co thé bé khoa mot file duoc méd hoa nho cac khoa 128-bit.
Tét ca cac goi phan mém dugc ké ¢ day déu cung cap b6 ma hoa it nhat 40-bit. Nhung vai cai
trong d6 - ké ca PGP for Personal Privacy: san phim hay nhét - c6 thé ma hoa e-mail bang cac
khoa dai gen 4096 bit, mot mirc dJ toan hoc phuc tap dén mirc 1am cho e-mail thuc su khong thé
phé v& noi.

PGP for Personal Privacy c6 thé lam viéc vOi bat ¢t chuong trinh va loai tmg dung e-mail nao
khac, thém mot 1y do tai sao so voi cac phan mém ma hoa khéc, n6 ban dit nhu tém tuoi. Ban chi
can chon r6i sao chép doan van ban mudn ma hoa. PGP 1a tiiy chon ma hoa tt nhat dé dung véi
AOL hoic trong mot hé théng e-mail van phong nhur Lotus Notes. Con cac tién ich khac chi lam
viéc v6i nhitng phin mém e-mail da trén Simple Mail Transfer Protocol for Internet e-mail (giao
thirc chuyén mail don gian ddi voi e-mail trén Internet).

PGP FOR PERSONAL PRIVACY

Dé gitr kin thong tin dién tr cia ban, lya chon hang dau 1a PGP For Personal Privacy. Trong
bdn chwong trinh thir nghiém, n6 d& cai dit va sir dung nhat. Hon nita lai mién phi néu khong
ding vao muc dich kinh doanh (dé str dung trong kinh doanh, ban phai tra 40 USD cho Network
Associates). Gidng nhu cic géi phan mém khéac da néi & day, PGP ciing dung phuong thirc ma
héa bang khoa cong cong/khda ca nhan (xem phan thuat ngir). Mudn guri e-mail riéng cho mot
nguoi dung PGP khac, ban phai c6 khoa cong cong cua ngudi do. Néu c6 (ngudi ta thuong kem
thém khoa cong cong ctia minh vao cudi thong diép e-mail), ban c6 thé sao va dan nd vao cira s6
PGPKeys. Chuong trinh PGPKeys ciing cho ban truy tim nhirng may chu déc biét trén Internet co
chira cdc khoa cong cong cua bat clr ngudi ndo giri toi. Khi tim thay khoa cong cong can thiét, ban
chi can chon né tir danh muc rdi nhan nat Add.

PGP lam viéc véi bat clr chuong trinh nao. Viéc ma hoda that qua dé: chi cAn danh ddu
(highlight) van ban, sao chép rdi nhan vao biéu tuong PGP trén khay hé théng. PGP s& ma hoa
hoic ky bang chir ky s6 bét cir van ban nao trén clipboard. PGP for Personal Privacy; 40 USD
(cho t6 chtrc kinh doanh); Network Associates; www.nai .com.

RPK INVISIMAIL

Néu ban dung Eudora ciia Qualcomm, Outlook hay Exchange ctia Microsoft hoic Messenger
ctia Netscape, RPK InvisiMail 13 mot tiiy chon ma hoa dang cho ban dé mét t6i. RPK InvisiMail
quan 1y tat ca thong diép e-mail dén va di ctia ban, ma hoa va giai ma ching trong nhdy mat. Moi
viéc déu ty dong: RPK InvisiMail duy tri mot danh muc ttrc thoi khoa cong cong clia nhitng ngudi
ding InvisiMail khac bang cach quét tiéu dé timg thong diép giri dén. Sau nay, khi ban giri thong
diép dén cung dia chi 6, chuong trinh s& ma hoa e-mail bang khoa cong cong thich hop. Pén luot
minh, RPK InvisiMail chén khoa cong cong ctia ban vao tiéu dé cac thong diép giri di. Va trén hét,
chuong trinh nay khong gy 16n xon cho hé thong ciia ban (nhu Mailguardian, s& ban dudi day).
RPK InvisiMail; mién phi; Invisi-Mail, www .invisimail.com.
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MAILGUARDIAN

Mailguardian cling bao vé nhirng chuong trinh e-mail hét nhu InvisiMail. Nhung c6 hoa 1a dién
méi bo InvisiMail ma chon Mailguardian. Mailguardian xem chimg khong 6n dinh bang (dd may
1an n6 pha hong Eudora), lai dit tién (69 USD, trong khi InvisiMail va PGP mién phi); va mi hoa
cham hon; dir liéu nghéo nan hon. Mailguardian; 69 USD; Vanguara Security Technologies; www
.vguard.com.

WORLDSECURE CLIENT

WorldSecure Client tich hop kha tron tru v6i Eudora, Outlook va nhiéu ing dung e-mail khac
nira. N6 van hanh cling tuong tu cac chuong trinh kia, nghia 1a tu dong nhan dién khoa cua nhiing
ngudi khac kém trong thong diép giri dén cho ban va ma hoa van ban mot théng diép e-mail gui
to1 ai do trong co s¢ dit liéu. Tuy nhién, tmg dung nay giy kho chiu véi hop thoai "OK to
continue" (c6 tiép tuc khong?) lién tuc bat tan trong khi ban thao tac trén mail. WorldSecure
Client; 90 USD; www.worldtalk .com.

K92 XY Til2 va foldar cua bahn |

P3i bao nhiéu 1an ban di dn trua ma van dé may chay? Hay da bao nhiéu lan ban rdi van phong vao
chiéu thr sdu ma khong khoa ctra? Tham chi du ban khéa k¥ may lai, mét ai do van c6 thé doc
hay sao chép nhiing file quan trong ctia ban. Néu ban lo rang nhitng ké la mit c6 thé dot nhap vao
méy ctia minh, mot chwong trinh ma hoa file c6 thé gitp ban dn ngon ngi yén.

Ciing nhu cac chuong trinh ma hoéa e-mail, phdn mém ma hoa file bao vé cac thong tin nhay
cam béng cach "chuyén hé" nd sao cho thdm chi mét tén an cap dia clng trang bi bang cong cu
phuc hdi file cling khong doc ndi. Ngudi ta da xem thir tam phan mém ma hoa va giai mi timg
file, tmg thu muc hay toan bd dia cimg. Mon t6t nhat theo dénh gia 1a Secure Win clia SecureWin
Technologies, mot bd cong cu hung hiu dé ma hoa va nhitng tinh nang bao mat khac nira.

SECURE WIN

Ban khong thé kiém ra phan mém nao khac vdi kha nang bao mat dir liéu hoan hao hon véi
cing mot gia tién nhu Secure Win. N6 cung cip nhiéu cong cuy, tir nhitg thu muc ma héa dé sir
dung cho dén chit ky sb, tham chi nhing tinh ning x6a dit lidu hét nhu trong phim trinh tham vay.
Ciing nhu Norton Yours Eyes Only cua Symantec va Security 98 ctia Encore Software, Secure
Win cho ban tao nhitng thu muc ma hoa dic bi¢t trong Windows Explorer. Chi can kéo file ma
ban mudn ma hoa vao thu muc do, thé 13 noi dung cua file s€ tu dong dugc ma hoa. Néu la ké da
nghi c¢& Tao Théo, ban s& rat hai long v6i Secure Delete. La cong cu dién tir tuong duong vdi may
hay hd so, Secure Delete ghi d¢é 1én céc file dd x6a bang nhimg s 0 lién tuc khién cho cong cu
phuc hdi file khong thé nao doc duge. Tinh ning thong dung nhat ctia Secure Win 1a Self
Destruct: Ban chi can 4n dinh tiéu chuin (chfmg han nhap sai mat khéu 10 1an trong cung mat
dong), chuong trinh s€ ty dong x6a nhiing file chi dinh néu mot ké dot nhép khdi hoat dugc no.
Han khong can n6i thém rang ban can sao du phong céc file dugc bao mat bang cach nay. Secure
Win; 50USD; Secure Win Technologies; www. securewin.com.

SECURPC 2.0

SecurPC dem lai nhleu tinh nang tinh vi cho nguoi dung c6 dang cép, nhung ngay ca linh méi
cling c6 thé hoc dung rat nhanh. Trong nhitng kha ning hitu ich nhét ctia n6 c6 tinh ning chuyen
cac file dd ma hoa thanh nhiing vi chuong trinh (miniprogram) tu gidi ma, mdt dic tinh rat tién loi
néu ban muén chia sé cac file nay v6i nguoi khac. Nhuge diém duy nhat: ngudi nhan phai dung
mot mat khau do ban cung cép dé truy xuét noi dung, do vay goi 1a bado mat nhung vé khia canh
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nao do lai c6 nguy co dé 10 khoa giai mat. SecurPC 2.0; 59 USD; Security Dynamics;
www.securid .com.

SECURITY 98

Néu ban can tién ich ma hoa don gian ma lai khong c6 chuong trinh chdng virus nao, Security
98 s& 1a mot giai phap t6t. N6 1a mot trong nhitng gbéi phan mém ré tién nht va lai c6 thé chbng
virus, tinh ndng tuéng s& gap trong Norton Your Eyes Only cua Symantec. Tuy nhién, neu da cai
dit mot timg dung chdng virus khac trong méy, n6 c6 thé xung dot v6i chuong trinh cai sin cia
Security 98. Security 98; 39USD; Encore Software; www.encoresoftware .com.

DATASAFE ENCRYPTION

DataSafe Encryption 1a chuong trinh cin ban dé str dung c6 cung tinh nang nhu SecurPC: n6 co
thé tao nhiing file ty giai ma, do d6 1a mot lya chon kho bo qua néu ban mudn chia s¢ cac file da
ma hoa v6i ngudi khac (mudn giai ma cac file, nguoi nhan chi cin mot mat khau). DataSafe ciing
c6 thé nén file, nhung n6 lam viéc nay qua cham. DataSafe Encryption; 40 USD; Nova Store;
WWwWw.novastor.com.

ENTRUST/SOLO

Ban mudn cho mot s6 ngudi trong cong ty duge quyén truy cdp mot file téi mat nhung sau dé
theo ddi xem ho sira gi trong d6? Entrust/Solo 1a thir duy nhét trong céc chwong trinh giGi thidu ¢
day lam duogc viéc ndy. N6 tao nhiéu mat khau sao cho c6 thé kiém soat moi hanh vi ctia nhiéu
ngudi dung khi cing md mot file ma héa (mét file trén mang ching han).

Day la mot trong hai chuong trinh (cing v&i Secure Win) cho ban ky tén vao file ma hoa bang
chit ky so. Entrust/Solo; 49USD; Entrust Technologies; www.entrust.com.

NORTON YOUR EYES ONLY 4.1

Do c¢6 qué nhiéu giao dién va thiét ké hoi thién vé ky thuat, Norton Your Eyes Only glong mot
16 phu ting bay thanh d6i hinh hon 12 may bay ldp rap hoan chinh. Vi thé n6 trong that r0i ram,
nhung dau chi ¢ vy, hau hét tinh ning cua no - nhu thuy muc mi hoa nhanh, may hay gidy, giam
st viéc sira doi file ma hoa - cling chinh 1a nhiing tinh ning ban c6 thé gip & cac chuong trinh
khac chi ré bang phan nira. Norton Your Eyes Only; 75 USD; Symantec; www.symantec.com.

KREMLIN ENCRYPTION SECURITY SUITE 2.21

So v&i mot ing dung ma hoa file thi Kremlin Encryption Security Suite 2.21 kha ré, nhung
ngoai ma hoa file ra no6 chi biét mdi viéc nén file, trong khi ban c6 thé 1am viéc nay bﬁng mot tién
ich mién phi, chang han PKZip. Ban b6 ra thém 15USD mua Secure Win thi hon, vi ngoai nén file
Secure Win con nhiéu tinh nang khac nita. Kremlin Encryption Security Suite 2.21; 35 USD;
Mach5 Software; www.mach5.com/kremlin.

ENCRYPT-IT
Encrypt-It dét nhét so véi moi chwong trinh khac ¢ ddy. Ngoai mi hoa, Encrypt-It biét huy dir
li¢u bang mot cong cu giong nhu Secure Delete; nhung cac tinh nang cua no cling chi co6 thé.

Encrypt-It; 89USD; Mae Dae Enterprises; www.maedae .com.

Tran Tién Cao Ddng
PC World US 9/1998

35



lhue ngu !

Du¢i day la cac thudt ngir ban can biét dé cap nhat véi ngon ngir dung trong van dé bao mat
thudng rat bi hiém va ric roi.

AUTHENTICATE (x4c minh): kiém chirng xem nguwdi dang tim cach giri thong diép hay
truy cap dir liéu c6 dung la ngwdi ma anh ta (chi ta) tu xwng khong.

authorlze (trao quyen) cho hoac khong cho phep ai do truy cap dir li€éu hay hé thong
Trién khai kiém soat viéc trao quyén thuong 1a budc dau tién va co ban nhat trong mot hé thong
bao mat.

BIOMETRICS (sinh tric hoc): 1a viéc sir dung cic diic diém sinh Iy nhw diu tay hodc nét
mat dé xac minh m¢t ngudi dung.

CIPHERTEXT (van ban ma hoéa): 1a ngi dung mét thong di€p hoac file da dwgc ma hoa,
khong thé doc duge.

COOKIE: 1a m0t nhém van ban ma Website dat vao mgt file trén dia cirng ctia ban sau
khi ban tham site do. Cookie dung dé nhan di¢n khi ban truy cép site d6 lan sau.

DECRYPT (giai mi): 1a chuyén viin ban tir dang ma hoéa sang dang thong thuong cé thé
doc duge.

DIGITAL CERTIFICATE (chirmg minh thu k§ thudt s6): 14 di liéu (thudng 13 vin bin)
dwgc mft nguwdi dung dé ma héa hoac ky vao thong di€p giri cho nguwoi khac. Con goi 1a khoa
cong cong (public key), gdbm c6 tén ngudi dung, dia chi e-mail va mot khdéa ma hoa.

DIGITAL SIGNATURE (chir ky s6): 1 di li¢u biing vin bén - thwong dugc thém vao
phan chinh ciia m¢t thong di€p e-mail - ma ngwdi nhan co6 thé dung dé xac minh
(authenticate) ngudi giri ¢6 dung 1a ngudi c¢6 tén do khong.

ENCRYPT (mi hé6a): 1a chuyén dir li¢u thanh mai riéng.

FIREWALL (btrc twdng lira): 13 mt may tinh véi phan mém di kém, dung dé ngin chin
ngwoi ngoai truy cap trai phép vao mgt mang may tinh riéng.

PASSWORD (mit khéu): 12 mt loat chir sb, chir ci hogc ci hai, ¢é tinh riéng bi¢t va don
nhat, cho phép ngudi dung truy cap dir liéu. Mot mat khau dai dugc goi 1a mat ngir
(passphrase).

PRIVATE KEY (khé6a c4 nhin): 1d mdt tép dir liéu gin lién v6i mdt ca nhan duy nhat,
dung dé gidi ma cac thong diép dwoc ma hoa trwdc do bang khoa cong cong (public key)
ciing cua nguoi do.

PUBLIC KEY (khéa cong cong): 1a tép dir liéu gin lién v6i mot nguwoi cu thé, nhung céc
c4 nhan khac c6 thé dung dé giri thong diép ma héa cho ngudi dé. Boi khoa cong cong khong
chira nhitng thanh phan can thiét dé giai ma thong diép, ta ¢ thé cung cép chung cho ngudi khac
ma khong ngai gi.

SPAM (mail vé véan): 13 mdt e-mail dim ding, nhiing nhiéu, khéng moi ma dén, thuong
do cac nha quang cao gii toi.
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Bdo mat: tan non [am wiée saw hang rao kém gai !

Doc nhitng chuyén trén bao chi gan ddy, mot cong ty c6 thé cho rang khong ai gay hai dén an toan
dir liéu cua ho hon mét ga thich chu du trén Web nao do6. Cac hacker (tay quay) qua that 1a mdi de
doa vé bao mat dbi voi cong ty, nhung nhin tong thé do chi la nhitng nhan vt phu ma thoi. Néu
cong viée cua ban la bao vé cho h¢ thong ctia cong ty lubn bat kha xAm pham, duéi day 14 nim
budc can tién hanh dé co thé bao mat tdi da hé thong cua ban.

1. Lap chinh sach

Ul tién s6 mot phai 1 thiét 1ap chinh sach bao mat cu thé. Ngoai nhiing ndi dung khéc, chinh
sach nay phai xac dinh muc tiéu bao mat ctia cong ty la gi. Thong thudng, cac muc tiéu d6 gdm
ngan chin an cap thiét bi, tiét 16 thong tin mat va bao dam hoat dong lién tuc. Nhu cau bao mat
ctia mot ngan hang chang han rat khac so véi nhu cau bao mat ctia mot cong ty chuyén vé cong cu
truy tim trén Web.

2. Bao vé€ may tinh ciia ban

Dé phong viéc mat mot bd RAM hay con chip CPU dit tién 1a mdi lo chinh ciia cac doanh
nghi¢p c6 nhicu may tinh. Nhitng may tinh dat & noi nhiéu ké ra vao dac biét dé bi chiéu co vi su
giam sat khi c6 khi khong, nhung ban c6 thé gidm bt phan nao rii ro néu dung cac khda va nhan
ID.

Hau hét may tinh xach tay déu c6 rdnh khéa ¢ panel sau dung dé khéa bang cap. Dé cit dugc
cap cua cong ty Kensington Microsaver, ké cap sé khong thé khong lam hdng nang chinh cai may
(va the 1a may chang con gia tri gi trén thi treong nira).

STOP (Security Tracking of Office Property) ban nhiing nhan dinh (sticker) (ban le
25USD/chiéc, néu mua nhiéu thi 8 25USD/chlec) cac nhan dinh nay gobm mot ma s6 ID va mot sd
dién thoai dé goi trong truong hop tim thay méy tinh bi that lac hodc an cap). Ban dan nhén dinh
nay vao may tinh; néu co ai g& ra, né s& dé lai mot "vét xam" trén may khong thé nao xoa noi.
Kensington MicroSaver; 25-50USD ban trong ctra hang; Kensington; www .kensington.com; *
Stop Plates: 8,25 dén 25USD theo list; STOP; www .stoptheft.com.

3. Kiém soat truy cip may chii

Sau khi bao dam bon an cép khong thé ré toi may tinh cta ban, cin tap trung vao bao v¢ dir li¢u
chura trong céc may tinh do.

Cong cy hitu ich dé bao vé mang 1a SecurID, mot may tinh vira dung béng chiéc thé tin dung co
man hinh tinh thé 16ng. Ctr mdi phat, mot ma sé khac nhau lai "phdng ra" (pop-up) trén man hinh
"thé" ndy. Mudn truy cip may chi, ngudi ding phai nhép tén ngudi dung va mat khau chuan ciing
nhu nhap ding ma SecurID. SecurlD; gia thay d6i; Security Dynamics; www.securid.com.

4. Ma hoéa dir li€éu quan trong

¥ twong "ma hoa" thudng goi nhé vé hoat dong tinh bao thoi chién tranh lanh, v6i nhimng diép
vién bi mat khoac mangt6 kin mit. Nhung trong thuc té doanh nghiép, viéc ma hoa di liéu c6 thé
bao vé cong ty trudc nguy co thong tin bi tudn ra ngoai mot cach trai phép.

Ciing nhu v6i e-mail va file, ban c6 thé bao vé thong tin mat trén mot may cha Web bang cach
ma hoa. Néu cong ty ban chay intranet va phan mém Web server c6 thé ma hoa dit li¢u, ban hay
doi moi URL thanh https: thay vi http: - viéc nay s€ khéi hoat chuong trinh ma hoa cai san trong
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cac trinh duyét Web va bao dam rang bét cir dit liéu nao guri tir may chi sang trinh duyét va nguoc
lai déu khong thé doc dugc doi voi nguoi ngoai.

5. Phat trién hé thong sao lwu

Moi hé théng phirc tap chiang som thi mudn rdi ciing hong; do d6 ban nén sao luu du phong hé
théng mang ciing nhu dit liéu. Thang Nam vira qua, khach hang ctua PageNet mat dich vu nhan tin
(paging) trong sudt bon ngay khi vé tinh Galaxy IV bi hong trén quy dao. Nguoc lai, khach hang
ctia Sky Tel, dbi thu 16n nhat ctia PageNet, van duoc phuc vu thong subt. Ly do: Sky Tel c6 hé
thong du phong thira strc van hanh khong lac nao ngimg nghi.

Mot linh vire ngudi ta hay khinh thudng trong bao vé dit liéu 13 ngudn dién cua toa nha. Néu
mét dién trong vong 10 gidy, cong ty ban s& mat bao nhiéu dir liéu? Khong chi mua mot UPS cho
m01 may chu, ban phai bao dam moi nguoi trong cong ty déu c6 mot cai. Hau hét nhan vién déu
rit lo 1a trong viéc sao luu thudng xuyén céc file trong 6 cting clia minh.

Céch t6t nhit v6i cong ty 16n dé phong tranh sy c6 hé thong toan cong ty 1a xay dung hé thng
du phong tai mét dia diém khéc. Dja diém do phai c6 may tinh di manh, dung luong dia 16n va
duogc ndi két mang dé co thé thay thé mang chinh. Mang du phong nay phai duoc trao dbi di liéu
thudng xuyén véi file server sao cho cac file trong mang dy phong ludn dugc cap nhat kip thoi dé
khi can c6 thé chuyén ngay qua mang du phong.

Chinlh, co; thé ban, Ia, mat khaw, !
Twong lai ciia, bao, mat sinh, tiic hogc. !

Chic 10i s& dén ngay may tinh nhin thang vao mit ban - theo nghia den - dé biét ban la ai. Cling
nhu canh sat dung déu tay dé kiém chung nhan thdn mot ngudi, cac nha san xudt may tinh dang st
dung sinh tric hoc (biometrics) - mot khoa hoc do luong cac dac tinh sinh 1y nhu mong mat, ddu
tay, nét mat, thadm chi thiét dién DNA - dé bao mat hé thong tdt hon.

Cac b phan co thé

Bio mat bang sinh tric 1a thé nio? Pic diém sinh 1y ctia ban - mau ciia méng mét chang han -
dugc ghi nhan bfmg mot bo doc (reader) roi Iwu vao co s& dit liéu. Pé nhan dién, hé théng sé d6i
chiéu dic tinh sinh 1y ctia nguoi xin truy cdp véi dit liéu luu trit ndy. Néu xac minh duoc rang ban
dang 1a nguoi duge xung tén, nd s€ cho phép truy cép.

C6 18 khong may rang khong phai bo phan nao trén co thé ta ciing c¢6 thé phuc vu cho muc dich
nay. Dé 1am ky hiéu sinh tric, bd phan co thé d6 phai do dugc mot cach chinh xac va 1a doc nhat
khong 13n véi ai, khong thay doi theo thoi gian - trong lugng cua ban chang han thi ching giip
duogc gi. Va mot sb ky hiéu sinh tric co do tin cdy cao hon, mot s6 khac dang ngd hon, co thé sai
1éch theo chiéu duong (nghia la ctr tuong ding nhan dang nhung lai cho qua mot ké mao danh),
hoic chidu 4m (tirc 1a cam cira mic du ké ty xung A qué 14 anh (chi) A that). Giong noi cho d¢ tin
cdy cao, ¢6 thé nhan dién dung trong 90 dén 99% truong hop. Nhiing ai ing ho cac hé thong nhan
dién theo dau tay bao rang chiing khong thé 1am, thé nhung vén tay ngudi ta c6 thé bi mon boi
chinh cong viéc ho 1am 1a go trén ban phim. Nhan dién qua khudn mat thi dac biét mdi va hay con
"chap chon". Mot san pham nhén dién qua khudn mat 1 Facelt PC 3.0 ctia Visionic (gia 100USD)
trude sau nhu mot déu khong nhan ra nguoi thir nghiém.

Dau vdy, viéc st dung sinh tric ngdy cang trd nén phd bién. Trén thi trudng hién c6 nhiing san
pham gi4 tir 300 dén 5000 USD, nhung twong lai s& xuat hién nhitng san pham vira tui tién ban
hon. VeriVoice Internet Security System chiang han, ding microphone va card am thanh chuan
clia may ban, cdng véi mot ndi két trinh duyét dé nhan dién qua giong ndi trén Web. Trong mot
lan thir nghiém, cong nghé nay hoat dong sudn sé, tuy vay ca qua trinh ding nhap 1an giao dién
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ngudi dung van can hoan thién thém. Trong khi d6 Digital Persona (www .digitalpersona .com)
lai tung ra U.are.U gia tir 150 dén 190USD, mot phan mém bao gém bd doc diu tay cam vao cong
USB (xem hinh) va phan mém hd trg. Khi thir nghiém mot trong cac phién ban mau cua san pham
nay, Digital Persona to ra d& thiét 1ap va dé st dung, nhung quan trong nhat 1a d tin cay cao.
Facelt PC 3.0; 100USD; Visionics; www .facelt.com * VeriVoice Internet Security System; gia
tiy theo s6 nguoi dung; VeriVoice * U.are.U; tir 150 dén 190USD (tuy theo tmg dung duoc
dung); Digital Persona; www.digital persona.com.

Tiép xtc bang mat

Mot trong nhimg cong nghé sinh tric hira hen nhét - nhung ciing ric rdi nhat - hién nay la do
kich ¢& va mau sac trong mit cua ban. La san pham cuia IriScan, hé théng nay tao mot thiét dién
(profile) chi tiét cho timg nhén ciu ma né quét. Cong ty tuyén bd mirc do tin cdy cua san pham
nay vuot qua bat ctr hé thong sinh trac nao khac. Mac du néu dé sir dung cho ca nhan thi con qua
dat, cong ngh¢ nay dang ngay cang Xuét hién nhiéu trong cac cong ty trén khap thé gioi (dé thay
cho s6 cin cudc ca nhan trong may rit tién tw dong va thu tién xe trong phuong tién chuyén cho
cong cong chang han).

Nhiéu ngudi cho rang cong nghé bao mat bang sinh trac 1a qua "vién tuong" va c6 phan "lan
ludt" tu do thong tin - that mia mai, néu xét rang cong ngh¢ d6 dugc phat minh la nham ngin chin
tinh trang xam pham thong tin. Viéc cac cong ty bao mét bang sinh trac déu tro tro trude nhing
mdi lo nay ciing dang lo khong kém. Thé nhung cong nghé nay thuc té ching 1an ludt ai, cling
chang hai gi cho strc khoe. Do d6, duong nhu ngudi ta lo lang vé khia canh dao duc chir khong
phai khia canh sinh ly. Nguoi ta c6 thyc sy mudn cir mdi 1an mua hang lai phai i in dau tay khong?
Du vay, at han cong nghé nay s& ngay cang hién dién nhiéu hon trong tuong lai gan.

K¢ thuat quyeét 16n |

Néu may tinh cta ban thuong xuyén két néi ti Internet, may ciia ban co thé s& bi tan cong. Do 1a
thuc té. Nhung tat ca cac cudc tin cong déu c6 mot nguyén tic, mot trinh tu chung khong thé thay
d6i duoc. Pé ngan chin budc ban phai hiéu né. Bai viét nay s& dé cap dén cac thong tin cin ban
ctia k¥ thuat quét 1én: né 1a gi, n6 hoat dong nhu thé nao?

Quét mot hé théng, hodc mot mang 1a k¥ thuat duoc st dung dé tim ra dich vu nao trén hé théng
dang hoat dong. C6 2 nhém nguoi thuong xuyén 1am viée nay. Nhom thir nhét 1a cac nguoi quan
tri hé théng, ho sir dung k¥ thuat nay dé giam sat cac dich vu trén mang. Nhom tht hai 1a cac
hacker, cracker, ho str dung k¥ thuat nay dé xac dinh cac 16 héng cua hé théng va dua vao 16 héng
d6 dé tan cong. Tuy nhién cach thir hai khong dugc moi ngudi ting hd.

C6 thé vi viée quét hé thng dé xac dinh cac dich vu dang hoat dong nhu viéc xem xét mot toa nha
c6 bao nhiéu cong dang m¢. Nhung thay vi cac cong vat Iy, voi may tinh day la cac cong nhu
Web server, mail Server, Telnet, FRP RPC... Cac phan mém c6 thé lam duoc viéc nay duoc goi 1a
cac phan mém quét cong (Port scanner).

Trén thuc té hacker, cracker dugc chia 1am nhiéu mirc khac nhau. Mirc cao nhit 1a nhiing nguoi

biét duge diém yéu cua timg hé thdng va viét ra cac cong cu dé khai thac 16 hong nay. Nguoc lai
murc thip nhit 1a nhimg ké chi biét sir dung cong cu dé tn cong ma khong biét cac cong cu nay

hoat dong nhu thé nao - nhém nay dugc biét dén voi tén "Script Kiddie".

Mot van dé kho khan cho cac Hacker va Cracker 14 hé thong c6 thé ghi chép (log) tat ca cac két
noi ma ho tao ra. Hau hét cac Hacker, Cracker c6 ky thuat thap lai khong nhan ra rang ho da dé lai
dau veét khi quét h¢ thong d6i phuong. Nhung ciing c6 rat nhi€u cach khéac nhau dé tranh dé lai dau
vét.
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Vi du: cac Hacker, Cracker bac thép thuong mugn mot may trén mang va tién hanh quét tur xa dén
may dich. Khi d6 dau vét @€ lai khong chi tryc tiép dén may cac Hacker va Cracker ma chi vao
may cua mot nan nhan "dong thé" nao do.

Mot k¥ thuat tranh dé lai ddu vét khi tham do hé thong khac thudng dugc st dung 1a k§ thuat quét
1én. DBé hiéu vé k¥ thuét nay, trude hét ban phai co nhitng hiéu biét co ban vé cac goi tin trén giao
thirc TCP/IP lam viéc thu thé nao? Binh thuong cac goi tin di trén mang déu c6 mot phan duge
goi 1a TCP header. N6 thudng chira sb thr tr g6i tin Sequence Number), dia chi IP may nhan, dja
chi IP may giri, co va mot sd phan khéc.

Trong bai viét ‘nay ching ta chi tim hiéu vé 3 cd chinh c6 lién quan dén ky thuat quet len la SYN,
ACK, FIN. B¢ hiéu vé chirc ning cua timg cd, ching ta ciing xét vé su bt tay giita hai may trao
db6i thong tin v6i nhau trén mang. V6i cac phién lam viéc thong thuong khi 2 may tinh muén trao
do6i thong tin v6i nhau thi may mubn 14y thong tin phai dua yéu cau thiét 1ap két ni dén may con
lai. Dé lam viéc nay may muon 14y thong tin giri gbi dir liéu SYN dén may dich. Neu may dich
chap nhan yéu cau n6 s¢ guri lai goi tin SYN va goi ACK dé bao hiéu cho may yéu cau biét rang
chap nhan két ndi.

Khi nhan dugc goi tin SYN may yéu cau ctng phai gui tra lai mot goi ACK voi s6 thir tu tuong
g dé khang dinh voi may phep két ndi. Sau d6 cac goi dir lidu bit dau dugc gui di. Khi két thac
phién 1am viéc thu tuc bét tay lai xay ra nhung 1an nay 1a cac khung tin hiéu FIN (Finish) bao két
thuc.

Pé két thuc phién lam viée may phuc vu phai gui khung tin hi¢u FIN cho may yéu cau. Khi nhan
dugc khung nay, may yéu cau hiéu rang bén gui bao hét phién 1am viéc va n6 gui lai khung FIN
cho may phuc vu béo rang chap nhan két thuc phién lam viéc.

Nhu vay c6 2 diém yéu trong thu tuc bét tay gitra 2 may ma céc trinh quét 1én da khai thac dé
tranh viéc de lai dau vét trén may tram.

Diém yéu thir nhat 1a khi may yéu cau khong guri khung tin hiéu ACK cho may phuc vu dé bao
bat dau phién lam viéc. Khi d6 phién lam viéc dugc goi véi thudt nglr "md mot nura" (half-open)
boi chi c6 mot bén hiéu rang két ndi da duoc thiét 1ap va nhu vay néu may yéu cau khong giri tin
hiéu ACK sang cho méy phuc vu thi két ndi s& khong bao gio dugc tao. May phuc vu s& khong c6
kha ning ghi lai diu vét ctia két ndi nay (boi két ndi trén thyuc té khong duoc tao ra) nhung may
yéu cau lai c6 thé xac dinh duoc cong nay trén may phuc vu dang mé thong qua tin hiéu ACK ma
may phuc vu giri dén.

Mot diém yéu thir hai ma cac phan mém quét 1én loi dung vao 1a tin hiéu FIN. Khi 2 may trao d6i
tin hiéu FIN dé bao két thiic néu may yéu cau dir liéu da nhén dugc tin hiéu bao két thiic tir may
phuc vu ma khong gui lai mot khung FIN voi s6 thu ty tuong g (Sequence Number) thi phién
lam viéc gitra 2 may s¢ khong két thiic va nhu vay viéc ghi lai ddu vét ciia cude két ndi nay s&
khong dugc tién hanh.

Nhu vay midc du dua vao hai khung tin hiéu khac nhau cac Hacker, Cracker da khai thac duoc day
du cac thong tin bén ngoai ciia mot may dich trén mang. Tuy nhién, khi viét bai viét nay tac gia
khong ¢ y chi dudng cho cac Hacker, Cracker Iy thuyét tin cong vao mot hé théng ma chi co y
dinh mang dén cho cac nha quan tri mang tuong lai va nhirmg ban yéu thich CNTT, nhing 1y
thuyét co ban nhat vé k¥ thuat quét 1én nham ciing c6 va giam sat mang clia minh ngay mot hi¢u
qua hon.

Mot trong nhing phan mem giam sat mang su dung ky thuét nay 1a NMAP (Network Mapper)
day 1a mot phan mém rat ndi tleng, c6 tdc do quét nhanh nhat trong nhom cac phan mém giam sat
dich vu mang phién ban moi nhét hién nay 1a 2.0.5 co thé tai vé tir http://www.nessus.org/
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http://www.nessus.org/

Du6i ddy 14 links ma ban c¢6 thé download phan mém nay .

Nessus is made up of two parts : a server and a client. The server (nessusd) is actually in charge of
the attacks, whereas the client is just a frontend designed to collect the results. As of today, there
is only one version of the server which works on POSIX systems (Solaris, FreeBSD, GNU/Linux
and others), and there are multiple clients : one which works with GTK (the Gimp ToolKit, see
the GTK website, others have been written for Win32.

The server is not an option. It performs the security checks.

'Package

Description Comment
name
Nessus 1.2 Th? P rev10usistable VSO, W Avoid using it and install 2.0 instead

Unix-compatible systems only
Nessus 2.0 The; current s‘Fable VETSIA, s This is the brand new version of Nessus
————— |Unix-compatible systems only

Note that you will need to install nessusd on a

NessusWX |A native Win32 client Unix server for this software to be of any use to

you !

(Theo Tin hoc va Poi song)

khong noi ra thi...

cnat yuneg g ngi v o

Vipdom 2 2000 |

Trong Windows 2000/XP c¢6 1 chuong trinh nhd gon ding dé chat trong mang ndi bo nhung néu

it ai biét vi chrfmg hiéu sao Microsoft lai khong tao biéu tuong mac dinh cho
chuong trinh nay trong nhém Communication.

Dé mubn st dung chuong trinh nay ban 1am theo cac budc dudi day.

Budéc 1:

Tao biéu tugng cho chuong trinh bang cach chay Explorer --> mo thu muc Windows/System32
tim file Winchat.exe --> bam va gitr phim phai chu¢t trén file ro6i kéo ra man hinh Desktop --> nha

phim chudt 10i chon linh Create Shortcut Here.

Néu muon chuong trinh chay thuong tri mdi khi khoi dong Windows ban bam phim phai chudt
1€n nut Start r6i chon linh Explorer All Users trong menu rat gon.

Mo Start Menu/Programs/Startup --> BAm phim phai chudt trong ctra sb liét ké noi dung nhom
Startup, chon linh New/Shortcut --> Bam ntt Browse va chi dén file Winchat.exe
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http://www.gtk.org/
http://www.nessus.org/nessus_1_2.html
http://www.nessus.org/nessus_2_0.html
http://nessuswx.nessus.org/

& chat - [HLNH]  [2][B)X)

Conversation Edit  Options  Help

+
=]

cam thay thé nao?

thi nghiém chat ndi b

Zonnected bo HLINH

Buwéc 2: Cac may dang chay Winchat trong ciing 1 mang noi bd ¢ thé chat v6i nhau, néu mudn
chat vdi mdy nao ban bam chudt ntit Dial trong thanh cong cu hay dunh linh Dial trong menu
Conversation.

Biéu tuong chat trong may duogc goi s& chép sang va phat am thanh, néu nguoi duoc goi chip
nhén tra 161 s& bam nut Answers roi hai bén trao doi thong di¢p véi nhau.

Ntra cura s0 bén trén 1a thong di€p gdi, ntra cira s6 bén dudi 1a thong di€p nhan.

Ban c6 thé mo nhi€u ctra s6 chat dé chat cung lac vdi nhiéu nguoi, khi khong mudn chat véi ai
ban bam nat Hangs up trong ctra so twong tng d€ ngat.

Chu y: Néu ban dong chwong trinh, khong ai c6 thé chat véi ban.

Buwdc 3: Ban mo menu Options dé xac 1ap font chir tieng Viét, mau nén cho ctra so, cach xép dat
ctra sO (trén dudi hay song song).

Pham héng Phuéc .
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